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Biometrics: Body-scanning security technology i-s-ﬁnally taking
off—and not just because governments are adopting it

OR many people, *biometrics™ con
F|Ilrr\ up images of a Big Brotherish sur
veillance society. Bul tell them they could
save a lew precious seconds at the super-
market checkout just by waving their fin-
gers over a scanner, and they will sign up
in their millions.

After more than a decade of hype, bio
metrics—the use of body measurements
such as eye scans or fingerprints to deter
mine or verify identity—is finally taking
off. And all it took to convince the public
of 11s merits, it seems, was the promise of
shorler gueues or a few extra tu:.ul.lly
points. In the past year there has been an
explosion in the commercial use of bio
metrics, utterly eclipsing the uphill eflors
of varous govemments 0 introduce
identity cards and passports that store
electronic signatures derived from facial
images, ingerprints or eye scans.

In America more than 3m customers
now regularly pay for goods at the super
market, chemist or convenience store jusi
by scanning their ingers and punching in
a personal-identification number (riN)
rather than using credit or debit cards
Similarly, in Japan more than 2m people
now use contactless palm-scanners when
they want to withdraw cash from a cash
point. And in the next few months ABN

AMRO, 2 Dutch bank, will be rolling out a
new telephone-banking system to its 4m
customers that can verify each user’s
identity using voice analysis.

And this appears 1o be just the begin
ning. Many laptops, and even a few mo
bile phones, now ship with built-in finger
scanners. Domestic applications, such as
biometric front-door locks, garage doors
and safes, are also available, There are on
line services that can be accessed only il
the thythm and other characteristics ol
your typing match a stored template of
your “keystroke dynamics”. There are
even memory sticks or flash drives se-
cured with built-in thumbgprint scanners

For a long time it was assumed that
biometrics would be a government-led
technology, says Sapna Capoor, an ana
lyst at Frost and Sullivan, a consultancy.
Butin the past couple of years this has qui
etly started to change. “There has been a
group of biometrics vendors who have
shifted away from working with govern-
ments and focused instead on commer-
cial products,” she says.

One reason for this shift 15 that the
technology has matured, says Michael
Thieme of the International Biometric
Group, an industry body based in New
York. In the past many biometric technol

ogies would not work on a broad section
of the population. Some types of binomet
ric scanners worked well in the labor-
tory, but ran into problems in real-world
environments when scanning children,
old people, people with small or sweaty
hands, bricklayers or subjects with eye
conditions. But the technology has since
improved and is considerably more inclu
sive, says Mr Thieme. As a result it is £
nally reliable enough to be used in
supermarkets and laptops.

New regulations in the hnancial sector
have also boosted adoption, says Mark
Upson, the boss of BioPassword in Issa
quah, Washington, whose company has
more than 400,000 online-banking users
enrolled in its keystroke-dynamics secu
rity scheme. In a bid to tighten security
and reduce online fraud and identity theft
in online banking, America's Federal Fi
nancial Institutions Examination Council
is pressing banks to adopt “two factor”
authentication, says Mr Upson. Previ
ously, account holders had 10 provide
only a single means of identity verifica-
tion, such as an account number and
password. Two-factor systems rely not
just on something you know, however,
but also on something you have, such as
an electronic token, or something you are,
in the form of a biometric.

Electronic tokens can be expensive,
and must be carried by users at all times to
ensure access. “You can also give them to
someone else,” says Charles Palmer, chief
technology ofhicer for security and pri
vacy at 1BM Research in Yorktown
Heights, New York. That is not the case
with biometrics, so the technology's ap
peal is obvious, he says. Telephone bank
ing has been going through a similar
trend, turning to biometrics 10 improve
security, says Vance Harris of Voice Vault,
a division of Biometrics Security, a firm
based in Chertsey, England. It developed
the voice-verification system soon 10 be
rolled cutto ABN AMRO Customers, Since
banks receive tens of millions of calls
each year, it was important to find a way
to authenticate people quickly and reli
ably, says Mr Harris.

But although adding an extra identity
check to such financial transactions im
proves security, doesn't it also add com
plexity and inconvenience? ARer all,
users still have to remember account
numbers and passwords as before, but
mMust now iflrl.':l'l.."1.l.|.l,‘ | hliil’l'.l["l!‘!l:' 1oh. Fu-
jitsu's palm-scanning system, whichis be
ing used in cashpoints by four big
lapanese banks, is widely considered to »
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¢ be the maost successful deployment of bio
metrics to date—yet it does not liberate
customers from having to carry bank
cards and remember Fins. A two-facior
authentication system has been replaced
by a three-factor system which is more se-
cure butless convenient.

In contrast, the fingerprint-recognition
system being used in some Amencan
shops, called Pay By Touch, appears to be
mane convendent but less secure, since
shoppers are no longer required to
present a bank card or cheque to buy
things. Instead, they present a finger 1o be
scanned and then enter a seven-digi
“search code”, usually the same as their
phone number. The combination of the
hnger-scan and the search code are then
looked up in a central database, to ensure
that they tally, before the transaction is
approved. Since the last seven digits of a
j||:|:|'|-;' :|11:|r'r|.|‘:|_-=r Are nol uniqguie a:n-r] HIE 1T
I|‘||;-'|1'.4'|:|||-:_' dormain, the SECUTITY of the 5YS
tem would be undermined il two users’
fingerprints were similar enough 1o gen-
erate a false acceptance.

For banking, such lax security mea-
sures would be laughable, But for shops it
is more than adequate, says Mr Thieme
In a shop, where the scanner sits by the till
and is supervised by a clerk, a thief could
not make repeated payment attemnpls
without raising suspicion, so false posi
tives are unlikely. In addition, the mere in
corporation of biometrics into  the
paymeni sysiem 15 Ilkl."l.!r' to deter crimi
nals, £iE Mike Bond, an expert in hank
ing security at Cambridge University.
And even if the system can be beaten o
casionally, it may not matter. “If compa-
nies can make more money by geting
people through checkout more quickly,
then it's possible they could offset any
losses incurred th r-:11:|;.;!'| fraud,” he REYS.

The point is that just because biomet
rics can be used to make sysiems ex
tremely secure does not mean that the
technology always has to be tll:";:-h'l'g,vl’.'l:l im
that way. In some applications a lower
level of security is tolerable, says Mr
Thieme. And in some cases biometrics
cani enhance both security and conwve-
nience, says Mr Harris. If YL ATE USITIE &
phone-banking system, having to provide
a passphrase is no less convenient than
speaking a password to a human opes
ator, and is more convenient than Ly ping
in a P, And because Yoice Vault lets you
S YWOUF OWTL SECUFTY -!',I.Ii'ﬁ-li.‘ll'l. the an
swer to which is used as the passphrase, it
is easier than remembering a PIN.

Those in the industry helievethe bank

Credit, debit, or finger-scan?

ing and retail approaches to biometrics
one of which puts security above conve
nience, the other convenience above
security—will eventually converge, open
TR TR Y ::!15:-||-.'.:|r||||'|-.i|'| the PrOCEss. [ 1
Harris predicts that a2 confidence in bio
metric technologies increases, banks will
startto peel away other security layers.

Setting the standard

Onece standards become established, the
use of biometrics could spread so thatitis
psed to secure vefail transactions made
via the internet and mobile phones, not
just in shops. Al the moment the lechnol
ogy tends 1o be proprietary and applica
tlion-specific. But as the industry matures
and interoperable standards emerge, it is
likely that the biometrics hardware and
software used for one application could
equally well be used bor others.

For example, Aingerprint sensors on
laptops often come with software thatlets
the user run a “password safe”. Multiple
user names and passwords for different
wehsites are stored by the computer,
which fills them in automatically once the
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user's identity has been verified with a
finger-scan. The next logical step, suggests
Alan Kramer of Uurek, a firm hased in Em
eryville, California, that makes finger
SCANMINE Sysiems, s 1o cul oul the infer
mediate step and log into websibes
directly using the biometric itself. But this
will mean devising new standards,

Using biometrics to secure transact-
ions made using mobile phones, also
known as m-commerce, looks promising
tao. “The killer app really is m-com-
merce,” says Scott Moody, the boss of
AuthenTec, a firm based in Melbourne,
Florida that makes fingerprint sensors. M
COMMerce isstarting 1o gain traction in Ja
pan and South Korea, where phones are
used both to buy things online and as a
wireless-payment system in some shops
and rai.lwm,- stations. But once you can
buy things with a wave of your handset,
the need to secure it becomes apparent,
and the first phones with built-in finger-
print readers have already appeared.

As  governmenis grapple  with
schemes o introduce biometric passports
and identity cards, companies are push
ing ahead with biometrics on their own.
And what is perhaps even more surpris-
ing than the commercial adoption of the
technology is the speed and willimgness
with which the public is embracing it
This is unlikely to be because people trust
big companies more than they trust gov
ernments. Instead, it i5 because the com-
mercial applications of biometrics tend to
place a greater emphasis om the henehis (o
the cusiomer, 50 providing incentives for
adoption. As governments start (o foist
biometrics on their citizens, they would
do weel] to bear this in mind.

A recent survey found that air passen
gers would welcome biometric check-in
procedures at airports if it meant less
gquening, for example. People will em
brace biometrics, it seems, provided
there's something in it for them. =



