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‘ 1. BAsICS

Introduction to webserver

Fingertec Webserver is a basic web version of our TCMS V2 software. We highly recom-
mend that you install the webserver into a PC that can double as a server. The designated
PC will need to have a fixed IP address in order to transform into a workstation that links
together the Fingertec terminals via GPRS or Internet. No IP address is required on any of
the terminals as the terminals will search for any GPRS or Internet signal available to estab-
lish the connection.

Webserver installation is hassle-free as it contains only one single installation file, which are
packed with all the necessary components for the software to work.

The information downloaded from the terminal will be stored in MySQL database. In order
to retrieve information for time attendance calculation or reporting, you will need to link
the TCMS V2 software to MySQL database. You can also fully utilize the information in the
MySQL database by using your own software or application.




2+ INSTALLATION/UNINSTALLATION
OF COMPONENTS

Uninstalling the internet information service (iis)

The Webserver Installer has its own built in Internet Installation Service (IIS). Thus, if you do
not have any web-based program installed in the computer, it is recommended that you
uninstall the IS from your computer.

If you have a web-based program running, you can leave the IIS ON but do ensure that the web-based
program does not use the port 8080 which is recommended for the Webserver Port.

To uninstall the IS, follow the steps below.
Go to Control Panel > Programs and Features > Select Turn Windows features on or off

=] ]
N = o oo T Fu ]
\_/'" » Control Panel » All Control Panel ltems » Pragrams and Festures [ ¢ [ Search Programs and Features o
Control Panel Home ¢
Uninstall or change a program
i falledipoates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair. |
Organize = = @

Name ’ Publisher Installed On  Size *

5" Accelerometer il SThicroclectranics 377673013

- Adobe Acrobat XI Pro Adobe Systems 11/8/2014 E

0 Adobe AR Adobe Systems Incorporated 11/8/2014

B Adobe Flash Player 15 ActiveX Adobe Systems Incorporated 10/9/2014

B8 Adobe Reader X1 (11.0.09) Adobe Systems Incorporated 18/9/2014

[ Advanced Audio FX Engine Creative Technology Ltd 27/6/2012

@) Cisco WebEx Meetings Cisco WebEx LLC 1/9/2014

Q) Citrix Online Launcher Citrix 18/4/2014

8] Crystal Reports Basic Runtime for Visual Studio 2008 Business Objects 17/4/2014

[51DBF Repair Free 1.0 Recovery Toolbox, Inc. 10/6/2014

[E4 Dell Backup and Recovery Manager DellInc. 27/6/2012

Windows Features =)
Ensure that all the IIS Turn Windows features on or off @
component is turned To tun afeature on, select its check box. To turn a feature off, clear ts

check box. Afilled box means that only part of the feature is turned on.

R ccing Servic 4
nternet Explorer 11 =
Internet Information Services
FTP Server
[C].): Web Management Tools L4
= [0 World Wide Web Services

71}, Application Development Features
[7]. Common HTTP Features

[T, Health and Diagnostics

[7] ., Performance Features

[E14) Security
[71 1. Internet Information Services Hostable Web Cor

off (checked box is
empty).

m




Installing the webserver

Open the FingerTec Web Serv-
er folder. Right click on the
Webserver setup file and select
‘Run as Administrator’.

This will prompt the installer
to start the Webserver instal-
lation.

Click ‘Next’ to begin.

Name Date modified
iclocksvr 19/9/2014 247 PM
|5 setup.exe

7 PM
Open —

% Run as administrator
= SkyDIvE PO
Troubleshoot compatibility

‘Welcome to the FingerTec Web
Server Setup Wizard

This wil install FingsiTec 'web Server on paur computer.

Itis recommended that you close all other applications before
continuing,

Click Next to continue, or Cancel to exit Setup.

Cancel

License Agreement

Please read the following important infarmtion before continuing.

Read to understand the terms
and conditions and select “I
accept the agreement”. Click
‘Next’ to proceed.

Plzase read the folloning License Agreement, Y ou must accept the temmns of this
agresment before cortinuing with the installation

EMD-USER LICENSE AGREEMENT FOR THIS SOFTWARE

Important - read carefuly:

This End-User License Agreement ["EULA")is a legal agreement between you
(sither an individual or 2 single entity) and the mentioned suthor of this Saftware for
the soitware product identified above, which includes computer software and may
icluds ssocisled medis. pintsd matids, and"oriie” o ehctenic

'SOFTWARE PRODUCT"]. By instaling. copying. or oiherwise
g s SOFTWARE PROBUCT, you agies 1o be bound by the s of s
EULA, If you do not agre to the terms of this EULA, do not inslall or use the
SOFTWARE PRODUCT

Select Start Menu Folder

‘Whete should Setup place the program's shorteuts?

Setup will then create the
shortcut in the Start Menu fold-
er for easy access. Click ‘Next’
to proceed.

'

Tao continue, click Newt. If pou would like to select a different folder. click Browse.

Browse.

Setup wil create the program's sharicuts in the following Start Menu folder,

<Back [ New: Cancel




Ready to Install
Setup i now ready to begin installing FingerTec Web Server on your computer

Click Install to continue with the installation. o click Back if you want to review or
change any seftings.

Drestination location -
C:AFingerT ectWebServer

Start Menu folder,
FingerT ec Wb Server

Cancel

<Back J[ instal ||

Installing
Please wait while Setup installs FingerT e Wb Server on paur campuler,

Extiacting fles.
C:\FingerT ectiw/ebServer\PILY,_imagingmath.pyd

I 4200009090900 |

Completing the FingerTec Web
Server Setup Wizard

To complete the installation of FingerTec Web Server, Setup
st restart pour computer, Wwould pau Tke to restart now?

s testalt the compuler nov

) Mo, | will restart the computer later

L

FingerTec
Web Server

Click Install to initiate the installa-
tion process. Follow the on-screen
instructions to complete the instal-
lation.

The installation will take a few min-
utes to complete.

Select ‘Yes, restart the computer
now’ and click ‘Finish’ to end the
process.

A new icon for FingerTec Web Serv-
er will be created on the desktop.
Double click on the icon to start
the FingerTec Web Server.




Installation of GRPS tool into the terminal

You need to switch on the GPRS function first in the terminal before proceeding to use the

Webserver in the PC.

Run the FTFunctionTool.exe. N DRts moaied yes
= FTSerialChanger.ece 26/3/2014 151 PM  Applica]

Connect to the FingerTec terminal B FTSelect 485 use for R2C or RS48S connection.zip 4/6/20141221PM  WinRAH
= FTSelect 485 use for R2C or RS4B5 connection.axe 28/8/2014 611 PM  Applical

via LAN cable. Next, insert the IP
address of the terminal and click
‘Connect’ to start.

B FTMasterSlavezip
[E FTHZIDe! AlarmWav.exe
B FTGPRSUpdate.zip

18/9/2014 1:51 PM
6/6/2014 2:45 PM
3/7/2014 3:18 PM

30, 14 10:47 AM

7, FTFunctionTool.exe 1
FTFACE_800_Arabic.zip

31, 14 5:59 PM WinRAH
& FTDevinfoWtFunc.exe 14/4/2014 248 PM  Applica|
B Fidednfoaip 7/6/2014 950 PM  WinRAF
& FTDevInfo.exe 22/11/201253TPM  Applica|
[5 FTCardUpdate.On.exe S/1/2011515PM  Applica]
B FT35.800_Original.zip 71/2014 616 PM  WinRAH
B F135.600_UpdateH(if scanner cant workl.zip 14434PM WinRAH

If connection to the terminal is successful, the information will be displayed at the window
below the tool. Check the information to make sure that you are connecting to the correct
terminal. Click on the GPRS Setting Tab on the tool.

Tick the checkbox to ‘Update GPRS Setting so you can key in the details.
Below are a number of settings that you need to fill in first before proceeding to the next

step.
# FingerTec Terminal Functions Update Tool v2.0 - B3 Xx
Teminal
Port: 4370 | Comm Key : 0
Functions
EHeneral
[ ] printer [ ] sms
|| work Code || mifare As ID
[ uSB Encryption ] oHer
[ "] userID Length || BioBridge Vx |

|| Mifare FP Ho. [ ] 1P Address | 192.168. 1 .20

192.168. 1 201

|| wiebster IP [ ] SubnetMask | 255.255.255. 0
[ Webster Port 80 || Gateway 192 168. 1 1
[ ] False Log (oM~ [ | ExtAlarmDelay 0

Dial Number: You must insert *99***1# in the column
Dial Number. This is a fixed value for Dial Number

APN: Get the APN from your service provider.
Username: Get the Username from your service pro-

vider. WebServer IP: Depends on your server address.
Password: Get the Password from your service pro- | WebServer Port: Recommended to set as 8080. You
vider. can use other ports as long as the port number does

not clash with other applications.




2 FingerTec Terminal Functions Update Tool v2.0 - x

Terminal
Terminal IP: 192168, 1 .51  Port: 4370 Comm Key : 0 Update
Functions

General Access Control GPRS Setting

API WebServer IP: | 175 135 235 243
[ Usemame : WebServer Poit - 8030
[ ] Password - Proxp Server IP - 132 168. 1 201 | | Enable Proxy
Dial Number : 3514 Proxy Server Port: 80

Connected to 192 168.1.51

Product Mame: TA200 Plus
Marutacturer. FingerT ec

Serial Mumner. 3207518

5DK Yersion: 6.2 3 8-3147-1

Firmware Version: Yer BED Sep 23 2013
BioBridgs Vx: 10

Please select functions and cick "Update” to update your terminal

Click ‘Update’ and ‘Restart’ for the new settings to take effect.




3« WEBSERVER OPERATIONS

H Windows Media Center
Webserver settings [ ot e e
L. EJ Windows Update
The Webserver application allows ad- o g Control Panel
ministrators to communicate and to |\ Accessories D
. . . 1 Citrix
cont.rol all Fingertec Terminals in all op- J\ DBF Repair Free S T
erations. ) Dell
|| Dell DataSafe Online Help and Support
Go to Start Menu > All Programs > I Dell Support Center
Fingertec Webserver > Server Man- - EF”W;“‘““
| FingerTec
ager | FingerTec Ingress
|\ FingerTec Web Server
2] Home Page
Uninstall
|| FingerTec Worldwide
|, Games
|| Google Chrome
N Intel
| Intel Corporation
4 Back
i Frgeiecwer SR =
At the Server Manager window, enter $ FingerTecweb SCIE N = =
‘8080" in the ‘Port’ field and click ‘Start’. Ganarsl |
Once the status has indicated that it is <b Servar
run‘nlng , you can proceed to save the O
setting.
Statuz Eunming
Start Stop | Restart |
[¥ #hen start-up Windews, start-up this program
ﬁ@
FingerTec X Close |
Double click the BEEZEENES icon on your
desktop.
FingerTec Web Server
The Webserver Application allows ad- Username: admin
ministrator to communicate and control P amene) =
some of the terminals’ operation.
Log in| v3.1-131-1764

The default username and password are both set to “admin”. You can change the password
after the first time login for tighter security.




FingerTec Web Server / Change password / Log out v3.1-131-1764

) Table style O List style

Device
©Append| @Clear All|  Selected: 0 () Operation for selected i
Filter By: (| Device Status

[ Serial number Device alias name Status Transfer time Interval Lastactivity Fw version Device name User count Fp count Transaction count Data Department

0 3207518 192.168.1.51 Online  00:00;14:05 1 25/09 16119 Ver 6.60 Sep 23 2( TA200 Plus 4 4 o E

1 FingerTec

[ Auto Refresh Interval: (s)[30
Tip
Operations, Usually only for the on-line device;
After operation on the device, It's willtake effect after about half minute.

The Webserver will always look for the nearest detectable terminal and connect to any Fin-
gertec terminals available during start-up. The information retrieved from the terminals will
be displayed on the Webserver homepage i.e. serial number, IP address, device name, total
users and etc.

Monitoring the terminal activities

At the Device Tab, select ‘Transaction Monitor'. Administrator can monitor all the user’s activi-
ties or the terminals immediately from this screen.

“Device " Data’System

Eoimiiimere Style: @ Table style O List style Q
Device operation log 0 /@ operation for selected total 1
Transaction Monitor

[] Serial number Device alias name Status Transfer time Interval Lastactivity Fw version Device name User count Fp count Transaction count Data Department

0 3207518 102.168.1.51 Online  00:00;14:05 1 25/09 16:19  Ver 6.0 Sep 23 2( TA200 Plus 4 4 0 LEUCRF 1FingerTec

[ Auto Refresh Interval: ()30

Tip
Operations, Usually only for the on-line device;
After operation on the device, It will take effet ater about half minute.

The activities includes new user enrolment, verification of users, clocking status and etc. will
be displayed here.

FingerTec Web Server Change password / Log out v:

System

9:n0 new records

istration fingerprin




User management

Newly enrolled users will be downloaded into the Webserver immediately. If enrolment
is done before the Webserver is switched on, the download process will resume once it is
switched on. Therefore, the administrator does not need to download any users manually
from the terminals.

Go to Data tab and Select Employee.

FingerTec Web Server Welcome, admin. / Change password / Log out v3.1-131-1764

System

Q

total 1

Department Style: @ Table style O List style
ETY empioyee Eration for selected
P T ansaction

[] Serial number Device alias name Status Transfer time Interval Last activity Fw version Device name User count Fp count Transaction count Data Department

0 3207518 192.168.1.51 Online  00:00;14:05 1 25/0917:53  Ver 6.60 Sep 23 2( TA200Plus 5 s 2 LEUCRF 1FingerTec

[ Auto Refresh Interval: ()30 |

Tip
Operations, Usually only for the on-line device;
After operation on the device, It's will take effect after about half minute.

Webserver will then connect to all terminals to download the user information. This process
is fully automatic.

FingerTec Web Server / Change password / Log out V3.
Employee Style: @ Table style O List style Q
~Export| GAppend| @Clear All|  Selected: 0 () Operation for selected total 5
FilterBy: @ department @ sex @ registration device @, refresh time
O Pin Emp name department number department name Sex Birthday Nationality Title Office phone Mobile Idcard Registration device FP Left Transactions Picture
[ 000000005 1 FingerTec No view
[ 000000004 1 FingerTec No  view
[ 000000003 1 FingerTec 3207518(192.168.1.5 1 No  view
[0 000000002 1 FingerTec 3207518(192.168.1.5 1 No  view
{1 000000001 1 FingerTec 7532956 3207518(192.168.15 1 No  view
Upload a dispatch employee list_Upload a delete employee list
Click the User ID to edit his/her additional information.
Dévice ~Data  System
Employee Style: @ Table style O List style Q
~Export| QAppend @Clear Al Selected: 1 () Operation for selected total 5
Filter By: (L department (| sex (| registration device () refresh time
O pin Emp name department number department name Sex Birthday Nationality Title Office phone Mobile 1d card Registration device FP Left Transactions Picture
[1| 000000005 1 FingerTec 3207518(192.168.1.5 1 | No | view
0| 000000004 1 FingerTec 3207518(192.168.05 1 No  view
) | 1 FingerTec 7518(192.168.1.5 1 No  view
ST eo0000002 1 FingerTec S/ 1 | No | view
{1 000000001 1 FingerTec 7532056 3207 51 No  view

[ond s dopasoptoyos % Uploat s dees mrplores ot ]

The user information is optional. However, do take note of the user’s “Privilege”. There are a
few levels of privilege in our Fingertec Terminals, which are normal, registrar, administrator
and supervisor (do check the different privileges in the hardware user manual).




Employee

PIN: 000000003

Department: 1 FingerTec [v] &

Emp Name: Frankie Nielsen

Password abed1234567

ID Card: 56789210

Privilege: Administrator [v]

Access Group: 1

Access Timezone: 0000000000000000

Sex: Male E

Birthday: 1976-09-26 Today | [ Date format is "ISO"; for example : 1999-01-10/1999-1-11

Address: Malaysia

Postcode: 47180

Office phone: 03-79821233

Home phone: 03-79821238

Mobile: 60121234567

Nationality: Malaysia

Title: Manager x

Registration device: | 3207518(192.168.1.51)  [v]
Submit___ Return|

Click Submit so that the changes will take effect on the terminals.

Administrator can also transfer users to another terminal without re-enrolment. Select the
users that you wish to transfer to another terminal. Under the ‘Operation for selected’ tab,
select ‘Transfer employee to the device’ to start the process.

Bevica Data’ System
Employee O st style Q
~Export @Append| @Clear Al Selected: 1 [ ) Operation for selected total 5
Filter By: () department (@ sex (3 refiolitey
O Pin Emp name  department numHRICEESSUNLVISORURIVEN Nationality Title Office phone Mobile 1d card ~Registration device FP Left Transactions Picture
[ 000000005 1 Delete employee from the device 815 1 No view
{4 000000004 1 Move employee to a new device 1 No view
0] 000000003 1 Change employee's department 1 No  view
0O oo 1 Enroll employee's fingerprint 1
[ 000000001 1 FingerTec 7532056 3 1 No  view
[pload a dispatch employee fist_Upload a delete employee st

You will be prompted a window requesting you to select the device where you wan to trans-
fer the employee to. Select the serial number and click Submit to proceed.

Transfer employee to the device
Please Select device:

3207518 (192.168.1.51)

Submit| Cancel




How to check transaction logs from fingertec
webserver

The Fingertec Web Server will automatically download transaction logs from all the termi-
nals that have been connected during start up.

In order to check the transaction logs, click on ‘Data’ and select ‘Transaction’.

FingerTec Web Server

Device

Change password / Log out v3.1-131-1764
System

Department

Devid
[ Employee

Style: @ Table style O List style Q
Eration for selected

total 1

faI8 Transaction

[ Serial number Device alias name Status Transfer time Interval Last activity Fw version Device name User count Fp count Transaction count Data
0 3207518 192.168.1.51 26/09 14143 Ver 6.60 Sep 23 2( TA200Plus 5

Department
Online  00:00;14:05 1

5 2 LEUCRF 1FingerTec

[ Auto Refresh Interval: ()30 |
Tip

‘Operations, Usually only for the on-line device;
After operation on the device, It's will take effect after about half minute.

All the transaction logs will be then be displayed on this window. These logs will be stored
directly into the MySQL Database.

FingerTec Web Server

Welcome, admin. / Change password / Log out v3.1-131-1764
Device Data  System

Transaction Style: © Table style O List style

#Export| @Append| @Clear All| @Delete Out-of-date|  Selected: 0 () Operation for selected total 2
Filter By: (L employee  Ctime ( state @ verification @ device
[ Index  PIN

EName  Time state Verification Work code Reserved Device Picture
O] 2 000000005 25/09/14 18:39:07 Checkin  Password o 255 3207518(192.168.1.51)
o 000000005 25/09/14 18:38:54 Checkin  Password 0 255

3207518(192.168.1.51)

How to assign an administrator to webserver

An administrator can assign administrator privilege to other users of the Webserver. In or-
der to do so, go to ‘System Tab’ and select ‘User’.

FingerTec Web Server

Change password / Log out V3.

Language

User
[Chppend] @Clear All|  Selected: 0 ) Operation for selected

total 1
Filter By: none
O username E-mail address Last name First name Activate Supervisor

) °

granted department Groups
O admin admin@fingertec.com




Select ‘Append’ to add a new administrator to the list.

FingerTec Web Server Welcome, admin. / Change password / Log out v3.1-131-1764

Device Data_ System

ser

[Cromend] @Ciear Al|  selected: 0 &) Operation for selected total 1
Filter By: none

[ username E-mail address Lost name First name Activate Supervisor granted department Groups

0 admin admin@fingertec.com ° °

Fill in the relevant information and click ‘Submit’.

Username: Elaine

Password:
Password again:
First name:
Last name: Hullerton

E-mail address: elain.hullerton@fingertec.com
Staff status:

can log into this admin

Superuser status:

Submit| Return|




‘ 4 . \YSQL ODBC COMPONENTS

Installation of MYSQL ODBC

Prior to using the TCMSv2 software to import data from the webserver, you must first
install the MySQL ODBC in order to connect with the software required.

Open the MySQL ODBC folder. Double click on the setup file to run it.

Name * Date modified Type

ﬁl MyODBC-standard-3.51.9-win.msi 297772011 3:57 PM Windows Installer ...

This will prompt the installer to start the Webserver installation.

%) MySQL Connector/ODBC 351 - Setup Wizard ==

Welcome to the Setup Wizard for MySQL
Connector/0DBC 3.51

The Setup Wizard wil install MySQL Connector fODBC 3,51
release 3,51.28 on your computer, To continue, dlick Next.

Click ‘Next’ to begin.

AN

MysoL

e

) MySQL Connector/ODBC 3.51 - License Agreement

License Agreement

Fleass read the following license agreement carefuly.

GNU GENERAL PUBLIC LICENSE B

Read and understand the terms o ey &
and conditions for the software. Copyright (C) 1989, 1991 Free Software Foundation, Inc.
Once yOU have completed thiS 58 Temple Place - Suite 330, Boston, MA 02111-1307, USA
task, you may then select “I accept E‘u’;;i:ne is permitted to copy and distribute verbatim

the license agreement”. Click Next of this license document, but changing it is not

to proceed. I -

) 1 accept the terms in the license agreement

do ot accept the terms in the license agreement:

< Back ! Next > I Cancel




MySQL Connector/ODBC 3.51 - Setup Wizard =%
P

Setup Type -
Choose the setup type that best suits your needs. | y
Please select a setup type.

ypical

Common program festures will be installed. Recommended for

.i o‘) general use.

All program features will be installed. (Requires the most disk
space.)

- Choose which program features you want installed and where they
N -‘( o E‘ will be installed. Recommended for advanced users.

< Back ! Next > ! Cancel

1) MySQL Connector/ODBC 2,51 - Setup Wizard |

Ready to Install the Program .

The wizard is ready to begin installation. y

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizare

Current Settings:

Setup Type:
Typical

Destination Folder:
C:\Program Files (x86)\MySQL\Cannector ODEC 3.51\

<Back | Inswl ]I[ Cancel

£ MySQL Connector/ODEC 3.51 - Setup Wizard

Installing MySQL Connector/ODBC 3.51
The program features you selected are being installed.

Please wait while the Setup Wizard installs MySQL Connector/ODBC 3.51.
This may take several minutes.

Status:

) MySQL Connector/ODBC 3.51 - Setup Wizard =

Wizard Completed

Setup has finished instaling MySQL Connector/ODBC 3.51.
Click Firish to exit the wizard

7

MySoL

< Back Cancel

Select the ‘Typical’ setup type and
click ‘Next'.

Click ‘Install’ to initiate the installa-
tion process. Follow the on-screen
instructions to complete the instal-
lation.

The installation will take a few min-
utes to complete.

Click ‘Finish’” to end the process.




Allowing port in windows firewall

In order for TCMS V2 to import data from Webserver, you will need to provide access to
port 43306 in the system.

Go to Control Panel on your computer and look for the ‘Windows Firewall’ program.

Adjust your computer’s settings

¥ Action Center

Wb Backup and Restare

£ Date and Time

&3 Device Manager

@ Ease of Access Center

1A Fonts

& HomeGroup

£ Intel(R) My WiFi Technology
& Keyboard

& Mouse

&) parental Controls

[E Phone and Modem

& Realtek HD Audio Manager
3 RemoteApp and Desktop Connections
@ Sync Center

[ Troubleshaoting

B Windows CardSpace

@ Wingd

Mebility Center

Administrative Tools
Kl Color Management

@ Default Pragrams

&5 Devices and Printers

Flash Player (32-bit)

(% FreeFall Data Protection

& Indexing Options

tel® PROSet/Wireless Tools

Location and Other Sensors
Network and Sharing Center

M Performance Information and Tools
B Power Options

& Recovery

# sound

18 System

82, User Accounts

i Windows Defender

7 Windows Uodat

View by:

[=g AutoPlay

Credential Manager

&) Desktop Gadgets

) Display

Folder Options

4 Getting Started

B Intel(R) Graphics and Media

ternet Options.

B Mail (Microsoft Outlack 2013)
B Netification Area Icons

& perscnalization

Programs and Features

# Region and Language

& Speech Recagnition

|& Taskbar and Start Menu

&, Windows Anytime Upgrade

@ Windows Firewall

Small icons ~

Select ‘Advanced Settings’ on the left side of the menu.

& » Control Panel

GE-

» All Control Panel Items » Windows Firewall

~ [ 3] [ Search Control Panel

Centrol Panel Home

Help protect your computer with Windows Firewall

Allow a program of feature
through Windows Firewall

%l Change notification settings

& Turn Windows Firewall on or
off

B Restore defaults

Troubleshoot my network

How does a firewall help protect my computer?

What are netwerk locations?

. [@ Home or work (private) networks

. !@ Public networks

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

Not Connected v-

Connected A

Networks in public places such as airports or coffee shops

‘Windows Firewall state:

Incoming connections:

Active public networks:

Notification state:

See also
Action Center
Network and Sharing Center

On

Block all connections to programs that are net on the

list of allowed programs

T PUC Founder

Notify me when Windows Firewall blocks a new

program




In order to add the port, click on ‘Inbound Rules’. This will then display a list of options,
select the ‘New Rule’ tab to move on to the next step.

P Windows Firewall with Advanced Security
File Action View Help
|5
P Windows Firewall with Advanc [ L [ Actions
] Name Group Profile  Ensbled  Acti ~ || Inbound Rules -
By Connection Security Rules || @AVG Installer Public  Yes Allo| || B _New Rule., )
» %, Moritoring (@ AVG Installer Public  Ves Allo! Fitter by Prefile »
"/ FingerTec FacelD2 Update Public  Yes Allo]
FingerTec FacelD2 Update Public  Yes Allo Filker by State e
FingerTec FacelD2 Update FEMB0O Public  Yes Allo Filter by Group &
FingerTec FacelD2 Update FEMB00 Public  Yes Allo View »
FingerTec FacelD2 Update FEMB00 Public  Yes Ao en
FingerTec FacelD2 Update FEMB00 Public Yes Allo
FingerTec FacelD3 Public  Ves Allo ||= BxportList
FingerTec FocelD3 Public  Yes Mo ([ Help
FingerTec Firmuare Update Public  Yes Allo
FingerTec Firmware Update Public  Yes Ao | -
FingerTec Firmware Update Public  Yes Allo ® Disable Rule
FingerTec Firmware Update Public Vs Allo & cut
FingerTec Firmuare Update Public  Yes Alo [
FingerTec Firmware Update Public  Yes o] |8 oy
FingerTec Firmware Update Public  Ves Alo || % Delete
FingerTec Firmware Update Public  Yes Al |[[E] Properties
FingerTec Firmware Update Public  Ves Allo Help
FingerTec Firmware Update Private  Yes Allo
FingerTec Firmuare Update Private  Yes Allo
FingerTec Firmuare Update Public  Yes Allo
FingerTec Firmware Update Public  Yes Allo
FingerTec Firmware Update Public  Ves Allo
FingerTec GPRS Firmware Update Public Yes Allo
FingerTec GPRS Firmware Update Public Yes Allo
FingerTec IKiosk100Plus Update Public  Yes Allo

Select ‘Port” and Click ‘Next’.

& New Inbound Rule Wizard g =)

Rule Type

Select the type of firewall nule to create.

Steps:
% e e What type of ule would you lice to create?

@ Frotocol and Parts

* ) Program

. Rule that cantrols cannections far a program.
. ) Port

Rule that controls connections for a TCP or UDP port.
/' Predefined-
BranchCache - Content Retrieval (Uses HTTP)
Rule that controls connections for a Windows experisnce.

) Custom
Custom rule

Leam more about rule types




Key in ‘43306’ at the ‘Specific Local Ports:’ field.
89 New Inbound Rule Wizard =)

Protocol and Poris
Speciythe protocels and ports to which this rule applies.

Steps:

Does this uls appy to TCP or UDP?

@ Fue Type
& Protocol and Ports
@ Ation

@ Profie
L]

Name

mple. 80, 443, 5000-5010

Leam more about protocol and ports

[ <Back [ MNed> ][ cancal

You may then click ‘Next’ for the consequent (Action and Profile tabs) on-screen instruc-
tions.

@ New Inbound Rule Wizard ==

Name
Speciy the name and description of this rule.

Steps:

Rule Type
Protocol and Ports
Adtion

Profile fiome

Webserver

& & & 6 &

Name
Desciption foptional):

<gack J[ Fmsh )| cancel

When you have reached the final step (‘Name’ tab), key in your desired Port name as
prompted. Complete the setup by clicking on the ‘Finish’ button.




‘ 5 « sQLYOG COMMUNITY
COMPONENTS

Installation of Sqlyog Community

To install SQYOG, follow the on screen instructions.

Installer Language ==

3 Please select a language.
Step 1: Select your preferred

language.

|Engish -

¥ SQlyog Community 9.63 Setup T |

Welcome to the SQLyog Community
9 63 Setup Wizard

This wizard will guide you through the installation of SQLyog
Community 9.63.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue. Step 2: Click ‘Next'.

'WORKS WITH m

MySsalL

Installation Complete
Setup was completed successfully.

Instaling Desktop Shortcut. ..

Extract: SQLyog.chm -
Error creating shorteut: C:\Users\lulianna\AppData\RoamingWMicrosoftWindows\Sta. ..

Create folder: C:\ProgramData\Microsoft\Windows\Start Menu'Programs\SQLyog Co... Step 3: The a pplication will
Create shortcut: C:\ProgramData \Microsoft\Windows\Start Menu'Programs|SQLyog ... e s .

Create shortcut: C:\ProgramData\Microsoft\windows\Start Menu\Programs\SQLyog ... then |n|t|a||ze and begln InSta”_
Create shortcut: C:\ProgramData\Microsoft\Windows\Start MenulPrograms\SQLyog ... ing.

Create shortcut: C:Wsers\Public\Desktop\SQLyog Community.ink

Create shortcut: C:\Users\Julianna\appData'Roaming \Microsoft\Internet Explorer'Q...
Created uninstaller: C:'\Program Files (x36)\5QLyog Community'\uninst.exe

Completed e

m

Webyog Softworks Pt Ltd,

< Back Cancel




Completing the SQLyog Community
9.63 Setup Wizard

5QLyog Community 9.53 has been installed on your
computer,

Step 4: Click ‘Finish’ to com-
plete the installation of SQLyog
Community.

Click Finish to dose this wizard.

[#]Run SQLyog Community 9.63

Once the installation is complete,
double click on the SQLYog icon ;
on the desktop. Key in the cre- wo»zxsw\fum
dentials as per below. MySsal

= cand

Connect to MySQL Host

[

(e | - | . [ ——

Saved Connections [ e -

MySQL [HTTP [ssH  [ssL [ advanced|

MySQL Host Address  localhost

Username root

Password [¥]save Passward
Part 43308

Database(s)

(Separate multiple databases with a semicolon ;' .
Leaving Database(s) blank wil display all databases)

< Use Compressed Protocol
WORKS WITH Session Idle Timeout =)
M y S [;1 L @ Default () | 28800 (seconds)

[ Connect ] [ Cancel ] [ Test Connection ]

Click on icdat on the left window and key in the following command (GRANT ALL ON *.* TO
‘webserver'@%’ IDENTIFIED BY ‘webserver’; FLUSH PRIVILEGES;) on the right window to
allow the webserver login.

After that, click on the double arrow to start the command.

5 san 7 [E=3IEN!
= Fie Edt Favortes Datsbase Teble Others Tools Powertools Window Help —I=lx

(] L QO Qg (e 1 HHWERE CRvREREE

New Connection  x |[£]

Reasons for upgrading to Professional/Enterprise/Ultimate: Take database snapshots and compare them — useful for audit trails

 Query x

History doinfo |+

+ 0 "webserver'@'s

i

irfomaton_schema
mysal

mwe s

Once you have performed all the installations as instructed, you may then proceed to TCMS
V2 to download the data.




6 « DATA DOWNLOAD TO SOFTWARE
FROM WEBSERVER

How To Download Data From Webserver Into
TCMS V2

Launch the TCMSV2 software and click on the ‘Devices’ tab. From there, select the ‘Fin-
gertec Webserver database management’ option.

Q9 8 = B @ 2 O

System Settings  Devices Empioysss  Attendance History Reports Manual New Relsase Wizard

# Devices [==]f=]

The following terminal control functions are available:

-
FRIS database server management
FTDP database server management

I FingerTec WebServer database man agement!

Use this setting to define the type of FingerTec terminals that
can be installed and linked to this computer.

Close

. 3 . Connect to remote FingerTec WebServer database server host
You will be prompted with the win-
Specify the server host name or its IP address where the FingerTec WebServer

dOW as per belOW SCreenShOt. Key in database is installed. Login to the server host using the database’s default
the Credentials as per beIOW employee name and authorized password.

Fingertec Webserver: Key in the IP ad- FingerTec WebServer | localnost B
dress of the server and the location of ODEC drver | iySaL 0DBC 351 Drvr =
the Webserver's installation. N

escription
Username: webserver Database | icdat
Password: webserver Ussrmame | webserver

Password | s

After filling up the required fields,
click ‘Login’. Delete Chose




Fingertec Terminals
At the first tab, click on the ‘Lightning’ icon. This will then display the terminal model type
and other related details. Click on ‘Synchronize terminal’ to complete the process.

L™ FingerTec WebServer Database Server Management

| FingerTec Termnals | | Employee Logs

No. Model Serial No. IP Address Valid

Synchronize Terminal

[~ FingerTec WebServer Database Server Management

FingerTec Terminals. l Employes Enroliments. | Transaction Logs.

No. Mode! Serial No. P Address. Valid
1| TA200 Plus. 3207518 192.168.1.51 V]

Synchronize Terminal




Employee Enroliments

Go to the 2nd tab, and repeat the same step. Click on the ‘lightning’ icon and you will be
able to see a list of employees that have already enrolled. In order to complete the process,
click on ‘Synchronize Terminal’.

™ FingerTec WebServer Database Server Management

FingerTec Terminals  -EMp Transaction Logs |

Department Employee D [T
Select this page

No. [Employes D] Name Emp No. Department Section Employee Namq_Valid | Select -

Select all pages Synchronise TCHSv2

™ FingerTec WebServer Database Server Management

FingerTec Terminals ~ Employee Enroliments. |Transachnn LDgsl

Department Employee D
(ﬁ" [7] Select this page

No. [Employes D] Name Emp No. Department Section Employes Namd Vaid | Select -
000000001 FingerTec ¥ [F
2 FingerTec = I
3 FingerTec ¥ I
4000000004 FingerTec ¥ I
5 FingerTec @ I

Select all pages Synchronise TCHSv2




Transaction Logs

Before shifting to the 3rd tab, close the window and proceed to the Devices tab. Activate
the terminal before going into the 3rd tab.

Activate Terminal

“You are about to activate the selected terminal to enable the downloading of clocking data from
the terminal. You can do so via Internet online activation (by generating the Activation Key
onling) or with the Activation Key (obtained from local reselier or FingerTec support if there is
no Internet connection).

| want to generate the Activation Key onine with these detais::

FroductKey W9TQ = GEAJ = RYST

SerialMNo. 3207518
Lost your product key/serial numbsr? Contact support@fingertac. com for help.

(@) Iwant to proceed with the Activation Key | have cbtained.

Activation Key

Visit our website www fingertec. com for international warranty registration

=

Proceed to the Fingertec Webserver database management and go to the ‘Transaction
Logs’ tab.

Next, click on the ‘Lightning’ icon and click ‘Download’ to download all logs from thetermi-
nal.

= FingerTec WebServer Database Server Management

FingerTec Terminals. i Employee Enroliments  Transaction Logs |

lew new transaction since last download p Last downloaded transaction log ID:
2 View from ois08iz014 00:00 T 300002014 23: v Select Department [=]
No. | LogD [Employes iD] Name Employee Namd _ Serial No. Log Time Workcode B
1 3207518 2si09r2014 1838 |00
2 2 3207518 Bsoarz0141838 o0

[ Include this WebServer database server during subsequent FingerTec TCMS V2 data download. Downiload Log

With the settings above done, you are now ready to use TCMSv2 to manage the employee’s
attendance.
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