W@BSTER

Easy Data Centralization with Webster

FING RIEC User Guide




CONTENTS

3-4 1.INTRODUCING WEBSTER

Webster - An Introduction

5-14 2« INSTALLING & CONFIGURING WEBSTER

Installing the System
Configuring Webster

15-18 3 « MANAGING FINGERTEC TERMINALS IN WEBSTER

Adding Terminals into Webster

Editing Terminals in Webster

Deleting Terminals in Webster

Searching for Terminals

Controlling the Terminals

Understanding the Basic Information of Webster

19-21 4 « MANAGING USERS IN TERMINALS & WEBSTER

Uploading, Transferring, and Exporting User Data
Searching for Users
Editing and Deleting Users

2223 5+ MANAGING TRANSACTIONS LOGS IN WEBSTER

Sorting Transaction Logs
Exporting Transaction Logs
Reading Transaction Logs

24-26 6 « CHECKING THE WEBSTER COMMAND AND SYSTEM LOG

Webster Command
System Log

27-28 7 « REAL-TIME TRANSACTION AND USERS

Monitoring Real-Time Transactions
Monitoring Real-Time User Enrollment

29-33 8 « MANAGING, ADMINISTRATING, AND MAINTAINING
WEBSTER

Managing Administrators
Managing & Maintaining the Database



‘ 1. Introducing Webster

Webster — An Introduction

FingerTec Webster is a web platform that facilitates all FingerTec terminals to be integrated
with a web application. It is built on the latest Microsoft Technology, Visual Studio .NET
2010 with the .NET Framework 4.0 as the system architecture, and runs on Microsoft In-
ternet Information Services (IIS), supports MySQL database, and centralizes data from all
FingerTec terminals through web to server in a real-time manner.

To use Webster, you will need to perform the installation at a server with a static IP ad-
dress (Webster IP) to work as a host for FingerTec terminals to connect to. With Webster,
FingerTec terminals can be installed at any location and still be able to connect to Webster
as long as the terminals are connected to the server via LAN or WAN.

Once the Webster IP is inserted in the terminals, the Webster User Interface would show
the terminal status as Online. The terminals will start to send data (e.g. User data, enroll-
ment, transaction records, etc.) in real-time back to Webster through an active connection.
In the event of a connection failure, the terminals will store the data into a buffer memory
and resume sending the data once the connection is established again, hence avoiding any
loss of data and records. Take a look at the diagram below for a better illustration:
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Webster consolidates the data from FingerTec terminals into the MySQL database of the
same server. MySQL is one of the most popular, reliable and fast open source database that
facilitates software integration and data extraction. Software specialists will be able to in-
tegrate the raw data into their existing software or system, thus producing a complete and
automated time attendance processing and third party software integration. To sum it up,
Webster is a web based intermediate that links up FingerTec terminals, the MySQL database
and a 3rd party software into a total web-based solution which allows access to users at any-
time and any location via an Internet browser.

To highlight the differences between the conventional connection method and the Webster
connection method, refer to the table below.

~

[CONVENTIONAL CONNECTION WEBSTER CONNECTION

+ Data will be centralized and stored in the Web-
ster server.

Data is uploaded to the Webster server in a
real-time manner.

TCMSv2 along with any third party software
will be able to login to Webster to download
data for processing.

Once Webster is installed on the server, all ter-
minal management will be web-based. There’ll
be no need for additional installations on the
client PC.

After the installation of Webster, simply con-
figure the terminals at multiple-sites to con-
nect to the Webster server.

- Datais stored in each individual FingerTec
terminal.

Data will need to be downloaded into the
TCMS V2.

Data is downloaded into a single TCMS V2
software making it difficult to enable data
sharing between applications.

An installation of the TCMSv2 or BioBridge
is a must to control and manage the ter-
minals.

For multiple-site installation, configura-
tion on the router / port forwarding needs
k to be done at each router on each site.

J

Webster provides a User Interface for system administrators to browse the attendance
records stored in the MySQL database. This will be raw data downloaded from the terminals,
which show the user ID, date, and time of verification. The system integrator and software
developers can fully utilize the records from the MySQL database, to process time attend-
ance analysis and payroll calculations accordingly.

Webster also provides a simple User Interface for system administrators to transfer user data
among FingerTec terminals. Users will not need to re-enroll at new terminals should they
relocate to a new workstation / office. This is useful for companies with multiple branches
and outlets where employees relocations are common and often occur.

~

Webster is not a complete time attendance solu-
tion. It is only an intermediate to facilitate FingerTec
terminals into a web-based management, and con-
solidate data into a centralized database. It does not
provide any attendance analysis, but only raw data
viewing line by line. It does not provide attendance
reports, because it is not integrated with any calcu-
k lation logic. It cannot change any access control

settings in FingerTec terminals, such as time zones,
door lock settings etc.

For more optimized and advanced time attendance
and access control configuration, FingerTec recom-
mends that you use the complimentary bundled
software, TCMS V2 or the web-based attendance
solution, TimeTec.




2. Installing & Configuring Webster

Installing the System

For Webster to function properly, these components need to be installed first:

Internet Information Services
Microsoft .Net Framework 4.0
MySQL server

MySQL Connector ODBC 3.51
FingerTec Webster

Make sure the server has been installed with the above components before attempting to
install Webster. The install shield will run a test to check that the components have been

installed before proceeding with the installation.

INSTALLING THE INTERNET INFORMATION SERVICE (1IS)
The IIS comes with the Windows Operating System and should be installed by the admin-

istrator. To install it, follow the steps below.

» Control Panel b Programs b

Control Panel H
B ﬂ’:j Programs and Features
4

a)
Uninstall 2 program | @
Run pragrams made for previous versions of Windows

System and Security
Network and Internet

Default Programs
7 Change default settings for media or devices
Set your default programs

Hardware and Sound

Programs
User Accounts and Family
Safety

Appearance and
Personalization

Desktop Gadgets
Add gadgets to the desktop
Restore desktop gadgets installed with Windows

A

Clock, Language, and Region FreeFall Data Protection

Ease of Access

Turn Windows features on or d

Make a file type always open in a specific program

Get more gadgets enline

View installed updates
ow to install a program

Uninstall 2 gadget

Toturn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

=0

»

. Games
. Indexing Service
. Internet Explorer &
.
. Internet Information Services Hostable Web Core
. Media Features I
. Microsoft .\MET Framework 3.51
. Microsoft Message Queue (MSMQ) Server
. Print and Document Services
. RAS Connection Manager Administration Kit (CMAK)
. Remote Differential Compression
RIP Listener ol

E0O

[ZIc]
1,

B

= ®
OO DRSO

Java
Windows Features E@
Turn Windows features on or off @

Go to Control Panel > Program
& Features > Turn Windows fea-
ture on or off > Check Internet
Information Service checkbox to
install 1IS > Follow the on-screen
instructions to finish the installa-
tion of IIS.




INSTALLING MICROSOFT .NET FRAMEWORK 4.0

Download the installation file at http://www.microsoft.com/download/en/details.
aspx?id=17851 > Run the installation file and follow the instructions to start to install Mi-
crosoft .Net Framework 4.0

Microsoft Search Donnk

Download Center

Windows Office  Product downloads Download categories  Security  Resources

meceor | [icrosoft NET Framework 4 (Web Installer)

[ subscribe
Quick links The Microsoft .NET Framework 4 web installer package downloads and installs the .NET
& G Framework components required to run on the target machine architecture and OS. An
© St R Internet connection is required during the installation. .NET Framework 4 is required to
iy 5 run and develop applications to target the .NET Framework 4.
nstructions
¥ Additional i
Quick details
Version: 4 Date Published: 2n/201
Change Language: English =]
File Name Size

caOffice

the NEW Office

dotNetFd0_Full_setup.exe 869 KB DOWNLOAD

Read and accept the license agreement > The installation requires an Internet connection
to download and install the component into the server. Make sure an Internet connection is
available. > Follow the on-screen instructions to complete the installation.

HET Framework 4 Setup
Please accept the license terms to continue.

progress n

Flease wait while the .NET Framework is being installed. -«k“ﬁ
[#] T have read and accept the license terms. [\_3
Download progress:
Download size estimate: 11MB e
Daownload time estmates: Dial-Up: 27 minutes Dowrloading Windows6, 1-KB958488-v6001-x85, msu

Broadband: 2 minutes

Installation progress:

Installing necessary components for NET Framework

Install




INSTALLING THE MYSQL SERVER V5.5

Webster requires the MySQL server version 5.5 to run smoothly. Download the installation
file at http://www.mysql.com/downloads > Run the installation file to begin installation.

Welcome to the MySQL Server 5.5 Setup
Wizard

End-User License Agreement
The Setup Wizard will install MySQL Server 5.5
computer, Click Next to continue or Cancel to o
Wizard,

Please read the following license agreement carefully

GNU GENERAL FUBLIC LICENSE
Version 2, Jume 1851 -

Copyright (C) 1988, 1881 Free Joftware Foundation, Ine

51 Framklin 3treet, Fifth Floor, Boston, MA 02110-1201 USk
Everyone 3= permitted to copy and distribute verbatim copies
of this license dooument, but changing it is not allowed.

Fremble
The licenses for most softwaze aze designed to take away yous

freedom to shaze and change 3t. By contrast, the GNU Gemezal Fublic
License is intended to guazantes your freedom to share and change

£ree
Back Next =oftware——to make sure the software is free for all its users. This <

[¥]1 accept the terms in the License Agresment

[ pint | [ Back [ mext | [ Cancel

Click Next > Read and accept the License Agreement > Click Next to proceed.

) MySOL Serve:

Choose Setup Type
Choose the setup type that best suits your needs

Ready to install MySQL Server 5.5
Instals the most comman program features, Recommended for mos|

Allows users to choose which program features will be installed and
they will be installed. Recommended for advanced users.

Al program features will be installed. Requires the most disk space.

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Hext

Back | Instal ] [ cancel

Select Typical > Click Install to begin the installation process.




Wizard

Launch the MySQL Instance Configuration

Completed the MySQL Server 5.5 Setup

Click the Finish button to exit the Setup Wizard

Welcome to the MySQL Server Instance
Configuration Wizard 1.0.17.0

The Canfiguration Wizard will allow you to configure
a MySQL server instance, To continue, dick Next,

Back

i Cancel

Wait for the installation of the MySQL to be complete > Check the checkbox to Launch the

MySQL Instance Configuration Wizard >

MySQL Server Instance Configuration

Choose the configuration for the server instance

Finish > Start to configure the MySQL server.

Several MySQL server installation were found on your system.

MySQL Server Instance Con

umﬁmﬁviﬁrd 1 —

™
Please choose a server instance to be altered.

[ sewer [ Version | Service Mame | Config File

lySQL Server Instance Configuration

Choaose the configuration for the server instance.

MySQL Server 4.1 4116

C:\Program Fil,

< Back Mext >

" Standard Configuration

Please select a configuration type

Choose this configuration type to create the optimal server

setup for this machine,

Use this only on machines that do not already have a MySQL
server installation, This will use a general purpose configuration
for the server that can be tuned manually.

By

If the server is installed with an older version of MySQL server, the system will advise the

administrator > Select to use the latest version, v5.5.8 > Next > Select Detailed Configura-
tion and Click Next




IMySQL Server Instance Cnnﬁum ion Wizard P

MySQL Server Instance Configuration

Choose the configuration for the server instance,

-

Please select a server type. This will influence memory, disk and CPU usg

[MySQL Server Instance. Cl;l-ﬁmlimﬁ\hmrd 1 —

* Developer Machine:

E i i This is a development machine, and many other applica

MySQL Server Instance Configuration

Choose the configuration for the server instance

be run on it. MySQL Server should only use a minimal a
" Server Machine

memory.

" Dedicated MySQL Server Machine

i This machine is dedicated to run the MySQL Database 5t

Several server applications will be running on this mach|
Choose this option for web/application servers. MySQL
medium memory usage.

ather servers, such as a web or mail server, will be run.
will utilize up to all available memory.

< Back Mext >

Please select the database usage,

 Multifunctional Database
"y General purpose databases. This will optimize the server for the
- use of the fast transactional InnoDE storage engine and the

high speed MyISAM storage engine.
" Transactional Database Only
’j Optimized for application servers and transactional web
y applications. This will make InnoDE the main storage engine,
& Note that the MyISAM engine can still be used,

" Non-Transactional Database Only
- Suited for simple web applications, monitoring or logging

H applications as well as analysis programs. Only the
non-transactional MyISAM storage engine will be activated.

<Back | [ Net> | canca |

Select Developer Machine > Click Next > Select Multifunctional Database > Click Next

MySQL Server Instance Configuration

Choose the configuration for the server instance,

Please select the drive for the InnoDB datafile, if you do not want to

settings.
InnoDB Tablespace Settings

= Please choose the drive and directory where the InnoDH
tablespace should be placed.

MySQL Server Instance Configuration

Choose the configuration for the server instance,

¢ x| [nstaliation Path

Please set the approximate number of concurrent connections to the server.

[ I

[l 2.5 GE Diskspace Ussd [] 54 GE Free Diskspace

< Back

Drive Info & Decision Support (DS5)/OLAP!
Volume Name: -
File System: NTFS @

Select this option for database applications that will not require
a high number of concurrent connections, A number of 20
connections will be assumed.

" Online Transaction Processing (OLTP)

Choose this optian for highly concurrent applications that may
have at any one time up to 500 active connections such as
heavily loaded web servers

< Back Cancel

| net> |

Select Database Support (DSS)/OLAP > Click Next




IMySQL Server Instance Cuﬂﬁuralim\

MySQL Server Instance Configuration

Choose the configuration for the server instance,

Please set the networking options. —
——— —
B B - MySQL Server Instance Configuration Wizerd “

Enable this to allow TCR/IP connections. When disabledl  wysqL server Instance Configuration
local cannections through named pipes are allowed.

Choose the configuration for the server instance.

Port Number: [EE0H ~| I Addftirewall exceptio
Please select the default character set

Please set the server SQL mode. @ Makes Latinl the default charset. This character set is suited for
English and other West European languages.
[¥ Enable Strict Mode:

This option forces the server to behave more like a tradi
database server, It is recommended to enable this optio

" Best Support For Multilingualism
Fax@) Make UTFS the default character set. This is the recommended
character set for storing text in many different languages.
< Batk Next >
"~ Manual Selected Default Character Set | Collation

Please specify the character set to use.

Character Set:
< Back | Next > | Cancel

Select Standard Character Set > Click Next

erver Instance uration Wizard

MySQL Server Instance Configuration

Chaose the configuration for the server instance,

Please set the Windows options —
B et MySQL Server Instance Configuration Wizard O
This is the recommended way to run the MySQL MySQL Server Instance Configuration
() & serveron Windows,
Choose the configuration for the server instance.

SEEREHERE I Y= OL :I' Please set the security options.

[¥ Launch the MySQL Server automa

I~ Include Bin Directory in Windows PATH

Check this option to indude the directory containing
the server / client executables in the Windows PATH
variable 5o they an be called from the command line.

I Create An Anor

s

riyThaUs ACZOUNE

<Back | [ Net> | cancel

Uncheck Modify Security Settings if the administrator does not want to change the default
login name and password of the MySQL server (default login name = root, password =
<blank>) > Click Next

If the Administrator would like to change the login name and password, check Modify
Security Settings and insert login password to proceed.




MySQL Server Instance Configuration

Choose the configuration for the server instance

Ready to execute ..

[MySQL Server Instance. Cnn_ﬁ:nﬁnn—wiznrd " —

(O Prepare configuration MySQL Server Instance Configuration

() Write configuration file Choose the configuration for the server instance,

O start senice
Processing configuration ...

Please press [Execute] to start the configuration. & Prepare configuration
4 Write configuration file (Ci\Program Files\MySQUIMySQL Server 5.5\my.ini)

& Start senvice

Configuration file created.

< Back OBt Windows service MySQL installed.

Service started successfully.

Press [Finish] to close the Wizard.

<Back | Finisn | Cancel

Click Execute > Wait for the system to complete the configuration > Click Finish to end
the process.

INSTALLING THE MYSQL CONNECTOR ODBC 3.5.1

Webster requires the MySQL Connector ODBC 3.51 to work with the MySQL database.
Download the installation file at http://www.mysql.com/downloads/connector/
odbc/3.51.html

Welcome to the Setup Wizard for MySQL
Connector/GDBC 3.51

The Setup Wizard wil install MySQL Connectd
release 3.51.28 on your computer. Ta conti

&) MySQL Connects

License Agreement

Please read the foloning lcense agreement carefully.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991 |

Copyright (C) 1988, 18981 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim
copies
of this license document, but changing it is not

<Back Mext > allowed. il

@ I accept the terms in the license agreement.

(0 1 do not accept the terms in the license agreement

[ <Back  |[ Wet> [ cancd |

Run the installation file > Click Next > Read and accept the License Agreement > Click
Next




Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.
" 1) MySQL Connecta
=4 Common program feztures wil be mstaled. Recommenced f  Ready to Install the Program
75 generaluse.
3 The wizard is ready to begin instalation,

) Complete
If you want to review or change any of your installation settings, dick Back. Click Cancel to

‘ L
=L Alprogram festures wil be nstalied. (Requires the mostdisf] [/ 4% a0t fo
L "E space.)
Current Settings:
© Custom Setup Type:
— ([ Chaose which program features you want installed and whe Typical

o will be installed. Recommended for advanced users.
LS Destination Folder:

C:\Program Files\MySQL\Connector ODBC 3.51

<Back [ sl | [ cancal

Select Typical > Click Next > Click Install > Click Finish

INSTALLING WEBSTER

After successfully installing the previous components, you may proceed to install Fin-
gerTec Webster.

Run the Setup.exe file to begin installation. For Windows Vista, Windows 7 and Windows 8
users, right click and select Run As Administrator to run the Setup.exe.

Welcome to the InstaliShield Wizard for
Webster

The InstallShield(R) Wizard will install Webstdls
computer. To continue, diick Next.,

Customer Information

Please enter your information

User Name:
WARNING: This program is protected by cop)
international treaties.
Organization:
Next >
Instalshield
[ <Back ][ mext> ][ cancel

Click Next and insert the relevant information. Click Next to continue.




Database Server

Select database server and authentication method

Database server that you are instaling to:

Setup Type

Choose the setup type that best suits your needs.
Connect using:
(©) Windows authentication credentials of current user Please selecta sehup type.

(@ Server authentication using the Login ID and password below

LognID:  [root (@ Complete
All program features will be installed. (Requires the most disk
space.)

password: |

Name of database catalog:
[webster

Chaase which pragram features you want installed and where they
will be installed. Recommended for advanced users.

<Back | mext> | [ cancel

Insert the IP address of the MySQL server. Insert “localhost” if the MySQL server has been
installed in the same server. Insert the Login ID and Password to connect to the MySQL
server and click Next. Select Complete and click Next to continue.

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.
P =

InstallShield Wizard Completed

If you want ta review or change any of your instalation setfings, click Back.
exit the wizard,

4

The InstaliShield Wizard has successfully installed Webster
Click Finish to exit the wizard.

< =

Click Install to begin the installation. Once the process is complete, click Finish to con-
tinue.

Now, Webster and its components are successfully installed into the server.




To run Webster: Open Internet Browser > Insert the IP address of the Webster server in
the address bar (e.g. 192.168.1.201/Webster) > Fill in default login username and password
(default login username: admin; password: admin) > Click Login.

Configuring Webster

W@BSTER

Bridging FingerTec to the web applications

Welcome, admin Home | Account Info | Change Password | Logout | Select Language [+]

 Data Mansgement
Terminal List
Transaction
User Date Format o0 ]

Webster Command Time Format 2300 =]
Terminal System Log

System Configuration

Auto Refresh Interval(s) : |5
= System Configuration
User Management
Database Management.
System Configuration

Number of grid rows per
page : 10

Real Time Monitoring Row : 100

& Monitoring System Email Settings
Real Time Transaction SMTPServer
Real Time User
port :
Real Time Webster Command
Real Time Terminal System Log ~ Email :

Password :

Confirm Password :

Submit

Now that Webster is successfully installed, it is time to set some basic configuration. Click
on System Configuration to start configuring the Webster.

Auto refresh interval: Defines how fast Webster re- | Real-time monitoring row: Justifies how many rows to
freshes its database to publish the latest information. be displayed as real-time records on a page.

Number of grid rows per page: Justifies how many
rows to be displayed on a page.

You may configure the System Email Settings if the administrator would like Webster to
send an email to the administrator if he/she forgets the login username and password.
This function requires an SMTP Server address.

Email: Email address to be used.
Password: Login password of the email address.




‘ 3 e Managing FingerTec Terminals in
Webster

The Terminal List page displays all the FingerTec terminals that are connected to the Web-
ster server.

Bridging FingerTec to the web applications
Welcome, admin
 Data Management Terminal List
Terminal List
Transaction SerialNo
User
Webster Command Device Name :
Terminal System Log 1P Address : Search
® System Configuration
@ Monikorig Check Reader | [ Reload Option | [ Reboot | [ Get Info | [ Clear Log | [ Clear All Data | | Transfer Data To Device.

erial Device Device User PP e |
| s et oy IPAdd Lest Ad Created T,

ooy Frmwsre  Alsorthm
Descrition yergion Version

Blatform

Transaction
Count

15-09-2011 | 14-09-20]

Ver 6.60 2ul 25
Edit 7116765 TA103RC 500 10 FeEMs10_TFT ° 1 1 |192.068.0.299 AFOS20LL | 140520

[z —— 1-1 (Total Record(s): 1) Current page: [1[<] M 4 M

Copyright ® 2011 FingerTec Worldvide Limited. All ights reserved.

o Searching a terminal by serial number, device name or IP address
e Basic command buttons
9 Display table of device information.

Adding Terminals into Webster

The administrator does not need to add FingerTec terminals manually into Webster. The
terminals connect to Webster automatically by referring to the Webster IP address which
has been preset in the terminal settings.

Set COMM option in the FingerTec terminal W Insert IP address, Gateway and Subnet
mask mp Insert Webster IP address (static IP address of the Webster server) mp Restart
terminal to take effect.

The terminal takes time to connect to the Webserver IP address. Once connected, the
administrator will see the basic information of the terminal displayed on the Terminal List
as below:

Smmwars Blaoritm  piory 3 ss e Created Time

Ver 6.60 Jul 25 - 14-05-2011
dit Delete [7] 7116765 TALO3RC o1l FEM510_TFT. a ooses Liiamii AN
—

Check the following settings if the page does not display any information of the terminals:

« Internet connection — Make sure the Webster server and the terminals are connected to
the Internet.

« Firewall and Antivirus settings of the Webster server.

« IP address, Gateway, Subnet mask and Webster IP address set in the terminal.




Editing Terminals in Webster

Click the Edit button next to the relevant FingerTec terminals to edit the basic information
of the terminals.

Description Mol

dit Delete [] |7116765 TA103RC

Frmware  Algorithm Crested

Device Dewice ity
Device scriptic ¥ : ss  Last Ad
= s Description Jocs ALodihn  platform : IP Address  Last Adtivi =
Ver 6.60 Jul 15-09-2011  14-08-2011
pdate Cancel| [F] | 7116765 TA103RC 5802 10 FEMS10_TFT 0 1 t 1921681038 15052011 4092018
7 ki 1-1 (Total Record(s): 1) Current page: [1[=] |4 4 » Dl

Now the administrator can insert or change the Device ID of the terminals. It is recom-
mended to name the terminals for easy reference, for example, “Time Clock at HQ". Click
Update to save changes.

Deleting Terminals in Webster

The administrator can delete any of the terminals via Webster if it is not in use. Click Delete
and OK to confirm and delete the terminal.

Edit Delete [[] 7116765 TAL03RC B FEMS10_TFT. 0 1

BATCH PROCESSING - DELETE OR EDIT

In case the administrator wants to edit or delete multiple terminals, this can be done by
batch processing: Select relevant terminals mp Select Batch Edit or Batch Delete

e
& The page at localhost says: g

Seri
erial

No

Are you sure want to delete this record?
g Edit Delete 7116765

ok | e || E7E +

Searching for Terminals

Serial No :

Device Name :

IP Address :

An administrator can search for a terminal by its serial number, device number or IP ad-
dress. Insert either one information into the relevant data field and click Search to find the
terminal. The results will be displayed at the bottom in a table format (section e).




Controlling the Terminals

I | Checl Reader | | Reload Option | | Reboot | | Get Info | | Clear Log | | Clear &ll Data | | Transfer Data To Device | I

Section e lists the basic command buttons that allow you to interact with the FingerTec
terminals. The administrator must select the terminals by checking the checkbox next to

the serial number of terminal, then select the relevant command.

fcheck reader: Identifies the connectivity status of the
terminal, Online (terminal is connected to Webster) or
Offline (terminal is not connected to Webster). It is ad-
visable to check the connectivity status of the terminal
before starting an operation.

Reload Option: If an administrator changes any con-
nection settings in the terminals, the administrator
must refresh the information in Webster by clicking this
button.

Reboot: Restarts the terminal remotely.

Get Info: Downloads basic information from the termi-
nal and displays it in the table, for example, firmware
Q/ersion, algorithm version, total number of users, etc.

Clear log: Deletes all stored transaction logs in the ter-
minal. Once deleted, the transaction logs are unable to
be restored or retrieved again. Only perform this opera-
tion if the terminal is almost reaching its storage limit.
Make sure that you have already retrieved and stored
all the transaction logs into the Webster server before
performing this step.

Clear All Data: Deletes all user information and transac-
tion logs stored in the terminal. This is to initialize the
terminal by emptying its buffer memory.

Transfer Data To Device: to copy all user information
from 1 terminal and transfer them to another terminal.

J

Webster needs a LAN/WAN connection to send commands to the terminals. If the con-
nection is disrupted or the terminal is shut down, Webster will not be able to send com-
mands to it. In this situation, Webster will then keep and queue the commands and execute
them? when the connection or terminal resumes operation. It is recommended to check
the Real Time Webster Command page (Chapter 7 Monitoring) to check the status of the
commands.

In the example below, an administrator is trying to copy user information from Terminal ID
1 to transfer them to Terminal ID 2. The steps are shown below:

1. Select the terminal to copy data mp Click Transfer Data To Device

Serial No :
Device Name :

1P Address

) (it oy

m Seral Device

Nome®  Description Blatform IP Address  Last Activity ~Created Time

Device
1D

Transaction e
C Count

Indonesia | \Ver 6.20 Jul 18

2011-09-26 | 2011-09-26
Edit Delete 8204092 2 R2 Brameh 011 El FEMS00 2 2 3 |192.168.1.238 ) 0 Laranie

Ver 6.60 Jul 25 2011-09-26  2011-09-26
Edit Delete [] 7116765 1 TAL03RC  Malaysia HQ B g FEMS10_TFT [ 0 0 1923681239 2031092 e

R 1t 1-2 (Total Record(s): 2) Current page: [1[+] 4 € » M

ase select device:
16765 (Malaysia HQ) - Online 7

2. Webster will alert you to define the destination of terminal
to transfer the data to. Select the terminal and click OK. The
screen will display a Success message. However, the opera-
tion might be pending due to an unavailable connection.
To double check the status, go to Real Time Webster Com-
mand.

D4092 (Indonesia Branch) - Online




3.Go to Monitoring ®p Real Time Webster Command. In this window, Webster lists all the

commands that are queued or completed.

Real Time Webster Command

&

Serial No: | All

1 | 7116765  Upload Fingerprint Pandmg
2 | 7116765 Upload User 1 Pending
3 | 7116765  Upload Fingerprint 2 Pending
4 | 7116765 Upload User 2 Pending
5 | 7116765  Upload Fingerprint 3 Pending
6 | 7116765 Upload User 3 Pending
7 | 7116765 Download User/Data Completed 0

Return Code | Request Tme Complete Time

2011-09-26 14:43:43
2011-09-26 14:43:43
2011-09-26 14:43:43
2011-09-26 14:43:43
2011-09-26 14:43:43
2011-09-26 14:43:43
2011-09-26 14:41:42

2011-09-26 14:41:57 | 2011-09-26 14:41:57

to “Completed”.

4. When Webster completes the data transfer or any other command, the status will change

Real Time Webster Command

[=]

Serial No: | All

7116765 Upload Fingerprint Cnmp\ated
2 7116765 Upload User 1 Completed 0
3 | 7116765 Upload Fingerprint 2 Completed 0
4 | 7116765 Upload User 2 Completed 0
5116765 Upload Fingerprint 3 Completed 0

o oo Gt e S et e et Compite Tme__||

2011-09-26 14:43:43
2011-09-26 14:43:43
2011-09-26 14:43:43
2011-09-26 14:43:43
2011-09-26 14:43:43

2011-09-26 14:44:05
2011-09-26 14:44:05
2011-09-26 14:44:05
2011-09-26 14:44:05
2011-09-26 14:44:05

2011-09-26 14:44:06
2011-09-26 14:44:06
2011-09-26 14:44:06
2011-09-26 14:44:06
2011-09-26 14:44:06

Always check the Real Time Webster Command to confirm the command is completed. For

more explanation, view Chapter 6.

Understanding the Basic Information

of Terminals

W Seral Device Device Firmware Algorithm

Blatform

Transaction  User PP 1p address ast Activity  Created Time

= =B name Description _— Count Z

Version Version

Edit Delete [[] 7116765

TAL03RC Ver 650 1ul 25

FEMS10_TFT. 0 1

Count  Count

192.168.1.239 0027200 La0szott

Section e is the check list of FingerTec terminals. The administrator can view the details
of the FingerTec terminals as it appears in the table.

(Serial no: 7-digit serial number of the connected ter-
minals.
Device ID: The Device number set in FingerTec termi-
nals, varying from 1 to 999. No duplication of number
is allowed. The administrator can set the Dev ID and
update the changes to terminals.
Device Model: The specific model of the FingerTec ter-
minal.
Description: The assigned name of the terminal for a
more accurate reference, for example: Time Clock at
HQ. The administrator can set the name of each termi-
nal by editing the terminal information.
Firmware version: The firmware version of the ter-
minal. This is an important reference to a FingerTec
technical person to troubleshoot the terminal during
a system failure. The administrator does not have any
authorization to edit this.

kAIgorithm Version: The algorithm version supported by

the FingerTec terminal. \
Platform: The version of core board of FingerTec ter-
minals. This is an important reference to a FingerTec
technical person to troubleshoot the terminal during

a system failure. The administrator does not have any
authorization to edit this.

Transaction count: Total transaction logs (attendance
records) saved in the terminal. All of these logs have
already been uploaded to the Webster database. The
count is as an alert to the administrator about storage
limit of the terminal.

User count: Total users stored in the terminal.

FP Count: Total fingerprints stored in the terminal.

IP Address: The unique IP address of the terminal.

Last Activity: The most recent upload time of terminal
data (users or transaction logs) to Webster.

Created time: The date and time that the terminal first
connected to Webster. /




4. Managing Users in Terminals &
Webster

FingerTec terminals always uploads user information (user ID, privileges, fingerprints,
passwords, and cards) to Webster after enroliment, and publishes it onto the User page.
The process is fully automatic and does not require the administrator to regularly down-
load the information from terminals. The User page is divided into 3 sections.

W@BSTER

Bridging FingerTec to the web applications

Welcome, admin Home | Account Info | Change Password | Logout | Select Langusge [+]

 Data Management User
Terminal List

Transaction User 10
User
Webster Command Name :
Terminal System Log
Serial No Search

= System Configuration
User Management Upload User ] [Upload Tempiate] [Transfer bata o Device |

Database Management.
System Configuration

 Monitoring
Real Time Transaction
Real Time User Edit Delete [ 8204092 1 ) User 1 2 26-09-2011 11:48:01 AM
Real Time Webster Command
Real Time Terminal System Log

Edit Delete (]| 8204092 2 o User 1 1 260

4] 1 1-2 (Total Record(s): 2) Current page: [1[<] 4 4 b M

Copyright ® 2011 FingerTec Worldvide Limited. All rights reserved.

o Searching users by user ID, name or serial number of terminal.
e Basic command button.
eTabIe to display user data.

Uploading, Transferring, and Exporting
User Data

| Export | | Upload User | | Upload Template | | Transfer Data To Device |

Although user information is automatically updated from the terminals to Webster, the
administrator can also add user information to the terminals via Webster by uploading
and transferring data.

UPLOADING USERS i
) ) ) Serial No : 7116765 [=]
This process creates new users in the terminal
without the user actually enrolling at the termi- [Y5e"IP: L
nal. The administrator can upload user ID, pass- |MName: John
word and Card ID to the terminal. Card Number : 8256624
To create and upload new users: Select ter- |Privilege : 0 - User [=]

minal by serial number mp Create new user ID  |password :

(does not exist in the terminal) mp Name the
User mp Insert Card ID (optional) mp Define |*Required Field

privilege mp Insert password (optional) mp Click Add New
Upload User.




UPLOADING TEMPLATES

This process uploads fingerprint templates of users into the terminals. The administrator can
copy and paste the fingerprint templates between terminals.

To copy users’ fingerprint: Select terminal by serial number mp Select a user ID mp Select
Fingerprint ID (number of fingerprint enrolled, start from 0 to 9) mp Copy content in the
Template column

To paste users’ fingerprint: Select terminal by serial number mp Select a user ID mp Select
Fingerprint ID mp Select Valid mp Paste the copied template into the Template column mp
Click Upload Template

The fingerprint template is now uploaded into the terminal as the user’s fingerprint.

RCgBF8OmMYoEPMCObQQSCPIRBC1
ROYQELOj10ARIMtjeBDD1FcgEVRE

Serial No : | 8204092 [=] Serial No : | 8204092 [=]

User ID 2 [=] User ID 3 [=]

Finger 1D : [0 [=] Finger ID : |1 [=]

Valid : walid [=] Valid : Valid [=]
ocolgZggUgFoSapPQUSQUW3BDE ~ BTEGFVGEUYFOhIRI4WMISTOOZdHB -
WAcUENQMNSQRRhx09BFmMjVYEEL [El mWFFORz44wMIYWF9vdHBoXFVTS

Template ; | 3FhawQ7ItkhBNLY3RQEmMrK00gQID Template : | OA4WMIGZGpyemSoXINVLIAWMOK =)

7cdBFItdwMIppN2VMiieaMDDdKPz]
EOZacDGb6FVSMIgAAAAAAAAAAAA T

kawRfmuS+BC0asUBEeSSIZwR40 2

-

Add New

Upload Template

Upload Template

Add New

TRANSFERRING USER DATA

This process allows the administrator to transfer user data
(user ID, fingerprints, cards, password, etc) among Fin-
gerTec terminals. This is to ease the process of enrollment
so that the user does not have to repeatedly enroll at all
the FingerTec terminals.

Transferring user data does

not delete the user data
from any terminals.

To transfer users: Select users from the table mp Click Transfer Data To Device mp Select

terminal to transfer the users to mp Click OK to proceed

[ Export | [ Upload User | [ Upload Template | | Transfer Data To Dawc
Ll
I Serial No User ID Name Card Number Privilege User group Template Count
Edit Delete 8204092 3 ] User 1 1
Edit Delete 8204092 2 0 User 1 1
Edit Delete 8204092 1 0 User 1
B’'= t+ 1-3 (Total Record(s): 3) C

Please select device:

6 Q) -0
8204092 (Indonesia Branch) - Cnline

Created Time I
2011-09-26 14:42:31
2011-09-26 14:42:31

25 14:40:31

The administrator may export user information

into a check list format for reference and record

purposes. There are three formats that the data
can be exported into which are csv, txt or xIs for-
mat.




Searching for Users

User 1D :

Name :

Serial No :

The administrator is able to search for user information on the Webster database. The users
can be searched either by the User ID, Name or Serial Number of terminals that the user in
enrolled into. Just insert either information into the data fiels and the results will be dis-
played in a table at the bottom of the page.

Editing and Deleting Users

The administrator has the authorization to edit and delete users in the Webster server and
FingerTec terminals. Any editing or deleting operation takes immediate effect in the termi-
nals. You may choose to edit or delete a single user, or multiple users at a time.

To edit a single user: Click Edit next to the user ID column W Insert Name and Card ID

(optional) mp Select Privilege mp Define User Group mp Click Update to proceed mp Webster
automatically updates the changes to the terminal.

Serial No User ID Card Number Privilege User group Template Count Created Time

Update Cancel [] 8204092 3 0 0-User E 1 1 2011-09-26 14:42:31

Edit Delete | [] 8204092 2 0 User 1 1 2011-09-26 14:42:31
Edit Delste | [] 8204082 1 "] User 1 1 2011-09-26 14:42:31
B = T 1-3 (Total Record(s): 3) Current page: [1[+] M 4 » M

To edit multiple users: Select users mp Click Batch Edit at the bottom mp A new window will
pop up MW Insert name and Card ID (optional) mp Select Privilege mp Define User Group mp
Click Update to proceed mp Webster automatically updates the changes to the terminal.

Serial No User 1D Name Card Number Privilege User group Template Count Created Time
Edit Delete D 8204092 3 John o Admin 1 1 2011-09-26 14:42:31
Edit Delete 8204092 2 a User 1 1 2011-09-26 14:42:31
Edit Delete 8204092 1 o User 1 1 2011-09-26 14:42:31
B’E 1 1-3 (Total Record(s): 3) Current page: [1[«| 4 4 P M
To delete one user: Click Delete next to the user S s
ID mp Click OK to confirm to delete mp Webster au- Name Mary
tomatically updates the changes to the terminal o et — o
to delete the user. User aroup 1
Created Time 2011-09-26 14:42:31
To delete multiple users: Select users mp Click
Batch Delete at the bottom of the page mp Click Sarial No Sas
OK to confirm to delete mp Webster automatically Name Tery
. d b 0
updates the changes to the terminal to delete the ||
rivilege 0 - User [=]
users. User group 1
Created Time 2011-09-26 14:42:31




‘ 5. Managing Transactions Logs in
Webster

Every time a user verifies to report their attendance at a terminal, the transaction logs (at-
tendance records) get uploaded to Webster immediately. This makes the Webster a real-
time attendance recording server. In the event of a connection failure, the terminals then
save the transaction logs into its buffer memory, to be uploaded to Webster the moment
the connection to Webster resumes.

W@BSTER

Bridging FingerTec to the web applications

Welcome, admin

= Data Management Transaction

Terminal List

—r—— Date From: [2011-09-01 = Date To: 2011:08-30 ERET

Database Management. Serial No User ID Check Type Verify Code Workcode  Check Time

Home | Account Info | Change Password | Logout | Select Language [+]

System Configuration 7116765 1 2 3 0 20110926 16:2¢:10
@ Monitoring 7ueres 1 2 o 0 20110526 16114:03
Real Time Transaction 00092 3 1 o 0 20110926 12:18:27
Real Time User a00092 2 1 o 0 201052612822
e, 204002 1 ' o 0 20110926 12:18:16
Real Time Terminal System Log -
a00092 3 1 o 0 20110926 12:10:31
04092 2 1 o 0 |2011-09-26 12110:27,
s00002 1 1 o 0 20110926 12:10:23
200002 3 1 o 0 20110526 11:4614
s00092 2 1 o 0 20110926 11:46:01
1-10 (Total Record(s): 20) Current page: |1[x] M PRE==1]
s d
—

eThe table displaying transaction details

Sorting Transaction Logs

The administrator can choose to view the transaction logs by serial number of the termi-
nals or by date range.

Insert serial number of
terminal into the Serial
Number column mp Click
Search wp Transaction
logs will be displayed in a

Serial No 7116765
Date From: [2011-09-01 ] Date To: 2011-09-30 |

Serial No User ID Check Tvpe Verify Code Workcode Check Time
table. 7116765 1 2 ] 0 2011-09-26 16:
7116765 1 2 (] 0 2011-09-26 16:14:03
7116765 1 2 ] 0 2011-09-26 16:13:55
7116765 1 2 (] 0 2011-09-26 16:02:28
7116765 1 2 1 0 2011-09-26 16:25:53
7116765 1 2 1 0 2011-09-26 16:26:31

1-6 (Total Record(s): 6) Current page: [1[+] [ 4 » M




. ransactio

To sort by Date Range: In- Transaction

sert the start and end date Serial No:

. Click Search . Transac- Date From: |2011-09-15 7 Date To:|2011-09-30 =

tion logs will be displayed in

atable.
Serial No User ID Check Type Verify Code Workcode Check Time
7116765 1 2 o o 2011-09-26 16:24:10
7116765 1 2 0 0 2011-09-26 16:14:03
8204092 3 1 0 0 2011-09-26 12:18:27
8204092 2 1 0 0 2011-09-26 12:18:22
8204092 1 1 0 o 2011-09-26 12:18:16
8204002 3 1 0 0 2011-09-26 12:10:31
8204002 2 1 0 0 2011-09-26 12:10:27
8204092 1 1 o o 2011-09-26 12:10:23
8204092 3 1 0 0 2011-09-26 11:46:44
8204092 2 1 0 0 2011-09-26 11:46:41

1-10 (Total Record(s): 20) Current page: [1[+] |4 4 P P

Exporting Transaction Logs

Transaction logs can be exported into CSV, TXT or XLS formats. The exported file can be
used as data to be imported into a 3rd party software for further processing.

To export transaction:
Click Export mp Define serial
number of the terminal mp Serial No:

Define start and end date mp Date From: |2011-09-15 ] Date To: 2011-03-30 =
Select format of export file
m Click Export to proceed.

Reading the Transaction Logs

Transaction logs in Webster can be retrieved and viewed by the administrator anytime. Each
code/number represents an important piece of data:

T e ST W ey sy ey ey e fSeriaIno:TheseriaInumberoftheterminal,which\

7116765 1 2 0 0 2011-09-26 16:24:10 uploaded the transaction |Og

7116765 1 2 o 0 |2011-09-26 16:14:03 User ID: User ID of the verified user

8204082 | 3 1 0 0 |2011-09-26 12:18:27 Verify Code: The type of verification used (0

8204082 2 1 o o 2011-09-26 12:18:22 - card/password, 1- ﬂngerprint)

8204092 | 1 1 0 0 2011-09-26 12:18:16 Check Type: Status defined at the time of verifica-

8204092 3 1 0 0 2011-09-26 12:10:31 tion (indicated by the user during verification, 0

8204002 | 2 1 0 0 2011-09-26 12:10:27 —CheckIn, 1 -Check Out, 2 - Break, 3 - Resume, 4

8204092 1 1 0 0 2011-03-26 12:10:23 -OTinand 5~ 0T Out)

8204092 3 1 0 0 |2011-08-26 11:46:44 Work Code: The number inserted by users during

204092 2 1 0 0 2011-09-26 11:46:41 verification to indicate the reason of attendance
110 (Total Record(s): 20) Current page: [112] M 4 b M reporting. For more details seeghe explanation in

the Hardware user manual for FingerTec models
KChGCk Time: Date and time of verification /




6. Checking the Webster Command
and System Log

W@BSTER

Bridging FingerTec to the web applications

Welcome, admin

Home | Account Info | Change Password | Logout | Select Language [+]

5 Data Management Webster Command
Terminal List
Transaction Serial No:
L Status : i [=] [searcn]
Webster Gomet atus: [Completed earc

Terminal System Log

& System Configuration

Command
User Management

User D Status

B

Request Time Response Time Complete Time

patabase Management 8204092 Upload User 1 |Completed 0 2011-08-26 17:27:01/2011-0: 31 2011-09-26 17:27:31
System Configuration 8204052  UploadUser | 2 (Completed O  2011-09-26 17:27:01 2011-09-26 17:27:31 2011-09-26 17:27:31)
= Monitoring 6204092 UploadUser | 3 |Completed 0 2011-09-26 17:23:37 2011-09-26 17:24:24 2011-09-26 17:24:24
Real Time Transaction 7116765 Upload Fingerprint 1 Completed 0 2011-09-26 17:17:05 2011-09-26 17:17:36 2011-08-26 17:17:37)
Real Thne User 7116765 Upload User 1 |Completed 0 2011-09-26 17:17:05 2011-09-26 36 2011-09-26 17:17:37
Real Time Webster Command
7116765 Upload Fingerprint 2 Completed 0 2011-09-26 17:17:05 2011-09-26 36 2011-09-26 17:17:37
Real Time Terminal System Log
7116765 UploadUser | 2 Completed 0  2011-09-26 17:17:05 2011-09-26 36 2011-09-26 17:17:37
7116765 Upload Fingerprint 3 Completed 0 2011-09-26 17:17:05 2011-09-26 36 2011-09-26 17:17:37
7116765 UploadUser | 3 Completed 0  2011-09-26 17:17:05 2011-09-26 36 2011-09-26 17:17:37
7116765 Delete User 1 Completed 0 2011-09-26 17:00:00 2011-09-26 17:00:15 2011-09-26 17:00:17

1-10 (Total Record(s): 43) Current page: |1[+] i 4 » M

Copyriaht © 2011 Fina:

ited. Al ia

The connection between Webster and the terminals can be affected by many factors, such
as a congested or slow network, the shutting down of terminals, etc. These reasons cause
the data transfer between Webster and the terminals to be delayed. As discussed earlier,
in such situations, the terminals will save the data and transaction logs into the buffer
memory and resumes the upload when a connection is established again. The same proc-
ess is done by Webster.

When the administrator is trying to send a command to the terminals when the connec-
tion is down, Webster will store the command into its own buffer memory and will resend
the data when the connection resumes. It is advisable to check the page Webster Com-
mand to see the status of command, which will be one of the following:

Completed: Webster has completed the data up-
load or commands to the terminals.

Pending: Webster is waiting to upload data or send
commands to the terminals.

The Webster Command page also displays other important information, such as:

Serial no: Showing which terminal Webster will be
connecting to

Command: Displays he name of the command or
data transfer between Webster and the terminals
Status: Show the status of the commands: Complet-
ed or Pending

Request time: The date and time that Webster start-
ed to send the data or command

Response time: The date and time that the terminal
responded to Webster

Complete time: The date and time that the data
transfer or command is completed (only appears if
Status = Completed)




These logs are important for the administrator to be informed of the communication status
between Webster and the FingerTec terminals. The administrator can filter the logs accord-
ing to the serial number of terminals, or types of status.

Webster Command

The records in Webster Command are all historical records and not real-time logs. It is recom-
mended that the administrator view the Real Time Webster Command page (under Monitor-
ing) to view all real-time commands/data transfer between the terminals and Webster.

Serial No: | Al [=]
I!B

8204092 Upload User Completed 0 2011-09-26 17:27:01 2011-09-26 17:27:31 2011-09-26 17:27:31
2 8204092 Upload User 2 Completed 0 2011-09-26 17:27:01 2011-09-26 17:27:31 2011-09-26 17:27:31
3 8204092 Upload User 3 Completed 0 2011-09-26 17:23:37 2011-09-26 17:24:24 2011-09-26 17:24:24
4 7116765 Upload Fingerprint 1 Completed 0 2011-09-26 17:17:05 2011-09-26 17:17:36 2011-09-26 17:17:37
s 7116765 Upload User 1 Completed 0 2011-09-26 17:17:05 2011-09-26 17:17:36 2011-09-26 17:17:37
13 7116765 Upload Fingerprint 2 Completed 0 2011-09-26 17:17:05 2011-09-26 17:17:36 2011-09-26 17:17:37
7 7116765 Upload User 2 Completed 0 2011-09-26 17:17:05 2011-09-26 17:17:36 2011-09-26 17:17:37
8 7116765 Upload Fingerprint 3 Completed 0 2011-09-26 17:17:05 2011-09-26 17:17:36 2011-09-26 17:17:37
9 7116765 Upload User 3 Completed 0 2011-09-26 17:17:05 2011-09-26 17:17:36 2011-09-26 17:17:37
10 | 7116765 Delete User 1 Completed 0 2011-09-26 17:00:00 2011-09-26 17:00:15 2011-09-26 17:00:17
11 8204092 Uplead Fingerprint 3 Completed 0 2011-09-26 16:27:32 2011-09-26 16:27:34 2011-09-26 16:27:34
12 | 7116765 Upload Fingerprint 1 Completed 0 2011-09-26 16:26:22 2011-09-26 16:26:22 2011-09-26 16:26:23
13 | 7116765 Upload Fingerprint 1 Completed 0 2011-09-26 16:24:56 2011-09-26 16:25:08 2011-09-26 16:25:09
14 | 7116765 Download User/Data Completed 0 2011-09-26 16:24:18 2011-09-26 16:24:25 2011-09-26 16:24:25
15 | 7116765 Download User/Data Completed 0 2011-09-26 16:15:10 2011-09-26 16:16:59 2011-09-26 16:17:00
16 | 7116765 Download User/Data Completed 0 2011-09-26 16:08:17 2011-09-26 16:08:26 2011-09-26 16:08:27
17 | 7116765 Upload User 1 Completed 0 2011-05-26 16:08:04 2011-09-26 16:08:26 2011-09-26 16:08:27
18 | 7116765 Upload User 1 Completed 0 2011-09-26 16:02:02 2011-09-26 16:02:12 2011-09-26 16:02:13
19 | 7116765 Download User/Data Completed 0 2011-09-26 16:01:22 2011-09-26 16:01:30 2011-09-26 16:01:30
20 | 7116765 Erase All User Info Completed 0 2011-09-26 16:00:42 2011-09-26 16:00:51 2011-09-26 16:00:51

System Log

System log refers to administrative records stored in each terminal. It records any operation
done by the administrator, for example, registration of a new user by fingerprint. The ad-
ministrator will not be able to see these records at the terminal itself. However the terminal
saves these records into its buffer memory, and uploads them to Webster when a connection
is established.

These records can be viewed and read by clicking on Terminal System Log.

W@BSTER

Bridging FingerTec to the web applications

Welcome, admin Home | Account Info | Change Password | Logout | Select Language [}
@ Data Management Terminal System Log
Terminal List
Transaction Serial No
User
Webster Conrast Log Date From:  [2011-09-01 1 Log Date To :[2011-08-30 e

Terminal System Log

& System Configuration Description Admin Param 1 Param 2 m a4 Loa Time Created Time

User Management Delete [7] 7116765 Fingerprint Registration 0 s o o 333 2011-09-27 11:50:01 2011-08-27 11:51:07.
Database Management.
System Configuration

Delete [ 7116765 Register User o 5 o o 0 2011-09-27 11:50:00 2011-08-27 11:51:07
= Monitoring B__1 1-2 (Total Record(s): 2) Current page: [1[=] I 4 P M
Real Time Transaction

Real Time User

Real Time Webster Command

Real Time Terminal System Log




The Terminal System Log page is displayed in a table format. Each column displays the
following:

Serial number: The serial number of the terminal that | Log time: The date and time that the operation oc-

sent the system log to Webster curred
Description: The operation done at the terminal Created time: The date and time that the record was
uploaded to Webster

If the administrator would like to monitor the real-time operations occurring at the termi-
nal, go to the Real Time Terminal System Log page under Monitoring for details. Whenever
an operation occurs at the terminal, the administrator will be informed immediately.

Real Time Terminal System Log

Serial No: | All E|
o oo Dseter e e paom anns pens Lo tne ) Greaeea ne
1 7116765 Fingerprint Registration 333 2011-09-. 27 11:50:01 2011-09-27 11:51:07

2 | 7116765 Register User 0 5 0 ] 0 2011-09-27 11:50:00 2011-09-27 11:51:07




7 . Monitoring Real-Time Transactions
& Users

Monitoring Real-Time Transactions

Serial No: | All E
| No. _serialNo_|_userID | Chedkiype | \Verify Code | workcode ____CheckTime |
1 8204092 3 1 0 0 2011-09-26 16:28:12
2 8204092 2 1 0 0 2011-09-26 16:28:06
3 8204082 3 1 o o 2011-09-26 16:28:01
4 8204092 3 1 0 0 2011-09-26 16:27:41
5 8204092 2 1 0 0 2011-09-26 16:26:36
6 7116765 1 2 1 0 2011-09-26 16:26:31
7 7116765 1 2 1 0 2011-09-26 16:25:53
8 7116765 1 2 0 0 2011-09-26 16:24:10
9 7116765 1 2 0 0 2011-09-26 16:14:03
10 7116765 1 2 0 0 2011-09-26 16:13:55
11 7116765 1 2 0 0 2011-09-26 16:02:28
12 8204092 3 1 0 0 2011-09-26 12:18:27
13 8204092 2 1 0 0 2011-09-26 12:18:22
14 8204092 1 1 0 0 2011-09-26 12:16:16
15 8204092 3 1 0 0 2011-09-26 12:10:31
16 8204092 2 1 0 0 2011-09-26 12:10:27
17 8204092 1 1 0 0 2011-09-26 12:10:23
18 8204092 3 1 0 0 2011-09-26 11:46:44
19 8204092 7 1 0 0 2011-09-26 11:46:41
20 8204092 1 1 0 0 2011-08-26 11:46:18

Real Time Transaction is a page that displays real-time verifications that occur at the termi-
nals. Webster receives and publishes all transactions received from connected terminals
to inform the administrator about activity at the terminals.

The transactions are displayed in a table format which contains the following columns:

Serial no: The serial number of the terminal which | Verify Code: The type of verification used (0 - card/
uploaded the transaction log. password, 1 - fingerprint)

WorkCode: The number inserted by users during
verification to indicate the reason of attendance re-
Check Type: Status defined at the time of verifica- | porting. For more details see the explanation in the
tion (indicated by the user during verification, 0 | Hardware user manual for FingerTec models

- Check In, 1 - Check Out, 2 - Break, 3 - Resume, 4
-OTinand5-0TOut)

User ID: The user ID of the verified user.

Check Time: Date and time of verification

J




Monitoring Real-Time User Enrollment

Real Time User

Serial No: | All E

1 8204092 John
2 8204092 2 Mary 0
3 8204092 1 Terry 0

- SRS Created Time

2011-09-26 14:42:31
2011-09-26 14:42:31
2011-09-26 14:42:31

1] 1
1] 1

Besides real-time transactions, Webster also displays real-time user enrollment records
from all terminals. The administrator can view and be informed of new users, which termi-
nal he/she is enrolled in, together with the date and time of enrollment.

Serial no: The serial number of the terminal in which
the new user has been enrolled in

User ID: The assigned new user ID
Name: The name of the new user
Card Number: The card ID enrolled.

Privilege: The privilege of the user (0 - normal user, 1
- Enroller, 2 - Administrator, 3 - Supervisor)

User Group: TBA

Created time: Date and time of verification




‘ 8. Managing, Administrating, and
Maintaining Webster

Managing Administrator

Webster only allows administrators access to manage terminals, users and transactions.
Super administrators, on the other hand, are able to set and assign new supervisors, and
control the authority level of supervisors. The super administrator is assigned to the first
person that logs into Webster. To maintain a level of security with Webster, it is recom-
mended that each administrator and supervisor be assigned with different levels of access
which can be controlled and monitored by a username and password.

Click User Management to view the details of administrators.
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Bridging FingerTec to the web applications

Weicome, admin Home | AccountInfo | Change Password | Logout | Select Language [v]

Terminal List

Webster Command
Name
Terminal System Log
System Contf t Email
& System Configuration
E—
User Management Membership Status : [ Active [=] [Search
Database Management
System Configurati [1Ad4 New User | [Update Prviiege |

 Monitoring

Real Time Transaction hon User
Email 2 Remrk ;.\, -
Real Time User D Neme No. View|Edit|Delete
Real Time Webster Command o 2011

Edit Delete 1 |admin admin admin admin@admin.com
Real Time Terminal System Log 00:43:5311:20:05|
2011-09- 2011-09-

5 e [oe) [

WY Ut ome address PhOne

Transaction _Termir s
NS View|Deletf

2011-05-
27

EditDelete [] 2 user user user user user@user.com

FE__t

1-2 (Total Record(s): 2) Current page: | 1[=] 4 4 b M

Copyright © 2011 Fing

The administrators can be viewed and sorted by User ID, name, and email. The Member-
ship Status displays the status of each individual administrator, whether they are active
(access allowed) or inactive (access denied).




The table below displays the levels of authority of all the different administrators. Each
function can be allowed or denied to each administrator.

Terrrinal user
System Log  Management

User Transaction Terminal List

View|Edit| Delete View View|Edit| Delete View|Delete View|Edit|Delete

111 |111| |11| |111|
[ob] [ [

6] [ [

User: Authority to view/edit/delete users in Webster | Terminal System Log: Authority to view/delete the
and FingerTec terminals system logs

Transaction View: Authority to view transaction logs | User Management: Authority to view/edit/delete
of the users administrators

Terminal List: Authority to view/edit/delete terminals
in Terminal List

“qr

If allowed, the figure “1” will be displayed under that function, and if denied, the figure “0”
will be displayed under that function.

User
View|Edit| Delete

In the example above, the administrator has the authority to view/edit/delete users in the
User page.




ADDING A NEW ADMINISTRATOR

To add new administrator: Click the Add New User button mp Fill in the relevant informa-
tion into the table.

e Create User
Management
User Name : joyce Name : Joyce
Email : joyce@fingertec.com Phone Na. :
Password : seee Confirm Password @ |sess
6, Jalan BK 3/2, s
Address : 47100 Pucheng, S Remark :
Selangor, Malaysia 4
Membership Status : | Active =]

Define the authority level in each data field mp Check the checkbox to enable mp Click Cre-
ate User to complete the process.

Modules
Modules view B Edit
User a
Transaction
Terminal List o ]
Terminal System Log O
User Management =]

Create User | Add New

A new administrator is now created and published on the main page.

To update the authority level of an administrator: Click the Update Privilege button mp
Select the User ID of the administrator mp Redefine the authority level mp Click Update to
save settings.

Select update admin's privilege
User ID : | 3 (joyee) [=]
Name : Joyce

| Meckies = =
ew Edit Delete
User
Transaction
Select update admin's privilege Terminal List 0 O
User ID : [+] e o
User Management m




To update the basic information of an administrator ONLY: Click Edit next to the rel-
evant administrator mp Update the information mp Click Update to save settings.

Phone No.

2011-09- 2011-05-
EditDelete [] 1 admin admin admin admin@admin.com 06 27
00:41:53 11:41:05
2011-08- 2011-09-
Edit Delete [] 2  user user user user user@user.com 06 26 Active
00:42:51 16:28:27

2011-09- 2011-09-

Update Cancel [[] 3 | jeyee Joyce 6, Jalan BK 3/2, 4710C joyce@fingertec.com 27 27 Active E|

12:08:12 12:08:12
< . | 3
B + 1-3 (Total Record(s): 3) Current page: [1[+] I 4 » M

Managing & Maintaining the Database

It is advisable to perform housekeeping from time to time to maintain the Webster MySQL
database and secure the data. If the database size is too big, it is recommended to purge/
delete some old data before proceeding to backup database.

Database Management

§ Backup & Maintenance { Clear Database

S

webster_checkinout [7] |webster_checkinout
webster_command 7] webster_command
webster_modules = webster_oplog
webster_opcommand
webster_oplog
webster_roles
webster_systemsettings
webster_terminal
webster_user
webster_userinfo

webster_usertemplate

ElEl=ElERElElEElEEREE] £

webster_usertemplate_fpi0

Maintenance

VRestore

" Choose File ] No file chosen
{ Maximum upload file size is approximately < MB }




Administrators have the authority to do the following:

Backup database: to backup database into SQL | Maintenance: to reclaim the unused space and to
statement to store for future reference. defragment the data file, to optimize the database.

Restore database: to restore SQL statement from | Clear/Purge database: to clear/purge old/unused
backup file. data file. Administrator can define the date range
to clear/purge.

To backup database
Select types of database mp Click Backup mp Select location to save the SQL statement.

To do maintain database
Select types of database mp Click Maintenance to proceed

To clear database
Select type of database mp Click Purge mp Define date range mp Click Purge to proceed

To restore database
Click Choose File mp Select the SQL statement mp Click Upload to proceed.
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